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BBepeHue

HecMoTpsA Ha TO, UTO B COBPEMEHHbIX YCNOBUAX Y MHOTUX OpraHvM3auuni BBedeHbl
onpefeneHHble NpoLueaypbl U NpaBuna B OTHOLIEHUK KnbepbesonacHOCTHU, CTaHAAPThbl B pa3HbIX
opraHu3saumMsax MOryT OTiMuaTbCcA NO TaKMM NpU3HaKaM, Kak pa3mep, obnactb 4eNCTBUA U
oTpacnb.

B deBpane 2014 r. HauMoHanbHbI MHCTUTYT cTaHAapToB u TexHonorun (HUCT) BeBen Obuime
NPUHLUMUMNbI KWOepbe3onacHOCTU. ITU NMPUHLMIMbI OCHOBaHbl Ha Npukase NO13636 v bbinu
pa3paboTaHbl C MCNONMb30BAHUEM CYLLECTBYIOLLMX CTaHOAAPTOB, PEKOMEHAAUUN U NepenoBbIX
MeToamK. OHM HaleneHbl Ha CHUXKeHUe KUOepPpPUCKOB B OTHOLLEHUU BaXKHEMLLMX
MHMPACTPYKTYP, UX CETEBbLIX YCTPOWCTB M laHHbIX. DTU NPUHLMMbI pa3paboTaHbl C LENbLO
NMOMOUb OpraHM3aUMAM MOHATb KaK BHELLHWE, TaK U BHYTPEHHUE PUCKKU KMbepbesonacHoOCTU 1
NPUMMEHMMbI K OpraHM3auuam noboro pasmepa, ot Kateropuu ypoBHs 1 (4acTUUHbIN) OO
ypoBHA 4 (aganTUBHbIN).

ITOT CNPaBOYHbIM JOKYMEHT NpeAHa3HaueH AnsA NOMOLLM MHTerpaTtopam B YCUNEHUU cuctem |P-

BuAaeoHabnogeHma ot Bosch ¢ uenbto gocTuxkeHna 6onee NONHOrO COOTBETCTBUSA

CYLLECTBYIOLMM NpaB1iam 1 npolenypam ceteBor 6€30nacHOCTU UX KUEHTOB.

B HacToALeM pyKOBOACTBE pacCMaTpUBaAtOTCA CNeayoLmMe BoNpochl:

-  BaxHeMwan nHdopmMauma o PYHKLMAX U OCHOBHbIX XapakTepucTukax |IP-sugeoyctponcTs
Bosch

—  KOHKpeTHble (hyHKLWW, KOTOPbIe MOXXHO U3MEHATb UMM OTKNtOUaTb

—  KoOHKpeTHble YHKLMWHK, KOTOPbIE MOXHO aKTUBMPOBATb U UCMONb30BaTb

— [epenoBble METOAMKHK, OTHOCALLMECH K BUAeOocUCTeMaM 1 BesonacHoOCTH

OCHOBHOE BHMMaHHWe B HaCTOALWEM PYKOBOACTBE yAeNeHo UCNoNb3oBaHUo Bosch

Configuration Manager ona BbINOMHEHWA YKa3aHHbIX KOHUTIypauui. B bonbluMHCTBE crnyyaes

BCE KOH(UIypaLuu MOXHO BbIMOMHWTL C UCNONb30BaHMeM cucteMbl Bosch Video Management

System, knuenTta Configuration Client, Bosch Configuration Manager n BCTpoeHHOro Beb-

uHTepdelrca BUOEOyCTPOMCTBa.
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IP-Bupgeoyctponctea Bosch

IP-BMaeoycTpoMCTBa CTaHOBATCA Bce bonee pacnpocTpaHeHHbIMU B COBPEMEHHOW CETEBOM
cpefe, U, Kak U Mpu HanMuuu nobbix opyrux IP-yCTponUCTB B CETU, MPU UCMONb30BAHUU ITUX
yCTPOMCTB IP-aAMUHUCTPATOPbI U COTPYAHUKKM Ccnyxbbl 6€30MacHOCTU MMELOT NPaBo 3HaTb BCHO
NonHOTy Habopa PyHKUWI MU BO3MOXHOCTEN YCTPOMCTBA.

Mpw ncnonb3soBaHuu IP-BuaeoycTtponcTe Bosch nepBbiM ypoBHEM Baller 3aLyuTbl ABNAOTCA
camu yctporctea. Kogepbl M kKamepbl Bosch npousBoaATcA B KOHTPONMpyeMbix U 6e30nacHbIX
YCNOBUAX W NPOXOAAT MOCTOSAHHbIE MPOBEPKU. 3anUcb NporpamMmMbl B yCTPONCTBA MOXET
NPOW3BOAMUTBLCA TOMBbKO C MOMOLLbIO 3arpy3KM KOPPEKTHOM MUKPOMNPOrpamMmbl, pa3paboTaHHOM
crneyManbHoO Ansa cepuun obopynoBaHuA U Habopa MUKPOCXEM.

BonbwurHcTBO IP-BMAeoycTporcTB Bosch noctaBnAeTcA co BCTPOEHHbIM UMNOM 6€30MNacHOCTH,
obecneunBaroWnM DYHKLUK, aHANOTUUHbIE DYHKLMAM KPUNTOMUKPONpOLEeccopa U Tak
HasbiBaemoro Trusted Platform Module, cokpauieHHo moayns TPM. 3ToT uMn BbiCTynaeT B
KauecTBe cerdha ANA BaXXHEWLWUX AAHHbBIX; OH 3allMLLaeT cepTUudrKaTbl, NAponu, MULEH3NUN U
T.0. OT HECAHKLUMOHMPOBAHHOIO AOCTYNA, AaXKe ecnv KaMmepa noaBepraetca U3anyeckomy
BCKPbITUIO C LLeNbto NONyyeHus focTyna.

IP-BuaeoycTponctea Bosch npownu 6onee uem Tpuauatb Thicay (30000) npoBepokK Ha
YA3BUMOCTb M BO3MOXHOCTb MPOHUKHOBEHHWA, NPOBEAEHHbIX HE3aBUCUMbIMW MOCTaBLLYMKaMKU
npoaykToB 6e3onacHocTn. Ha cerogHALWHWI feHb HE MPOU3O0LLIO elle HX OOHOM YCNeLlIHOM
knbeparaku Ha OMXKHbIM 06pa3oM 3aLluLLEHHOE YCTPOWUCTBO.
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3 Ha3sHaueHue IP-appecoB

Bce IP-BupeoycTponctBa Bosch B HacToALMI MOMEHT MNOCTaBNAKTCA C 3aBOACKMMMU
HacTpoOMKamMu, NO3BONAKOLWMMKU Ha3HauuTb |IP-agpec DHCP.

Mpu oTcyTCTBMM [oOCTynHOro cepeepa DHCP B akTUBHOW ceTH, B KOTOPOM pasMelLleHo
YCTPOMCTBO, YCTPONCTBO — €CNIM HAa HEM YCTaHOBNEHa MUKponporpamma Bepcuu 6.32 unu bonee
NO34HAA — aBTOMATMUECKM Ha3HAUMUT agpec NOKaNbHOro KaHana 13 guanasoHa 169.254.1.0 —
169.254.254.255, unun 169.254.0.0/16.

B cnyuae bonee paHHWX BEPCUN MUKPOMNPOrpaMMbl OHO CAMOCTOATENbHO Ha3HauuT cebe |P-
agpec no ymonuaHuto 192.168.0.1.

CyliecTByeT HECKOMbKO MHCTPYMEHTOB HasHaueHus IP-agpecos IP-Buaeoyctporcteam Bosch, B
TOM uuncne:

- Tporpamma IP Helper

—  Bosch Configuration Manager

— Bosch Video Management System Configuration Client

—  Bosch Video Management System Configuration Wizard

Bce nHcTpymeHThl MO noaaep)kuBaroT PyHKLUUIO Ha3HAUEHWs eQMHOro CTaTUUeCcKoro agpeca
IPv4, a TakXe ananasoHa agpecoB |IPv4 HECKONbKUM YCTPOMUCTBAM OfHOBPEMEHHO. ITO
BKMtOUaeT MacKy NOACETU M HasdHaueHWe aapecoB LW/3aM MO YMOMUYaHUIO.

Bce agpeca IPv4 1 3HaueHWss MacKW NOACETH AOMKHbI ObiTb BBEAEHbI B TaK Ha3biBAEMOM
«AEeCATUUHOM NpPeACTaBNEHUU C TOUKAMMUY».

3ameuanun!
CoBeT 0 6esonacHocTh gaHHbIX N2 1

OpHoOM M3 NepBOCTEMNEHHBLIX MEP MO OFPaHUUEHUIO BO3SMOXHOCTEN BHELWHWX KMbepaTtak Ha
CUCTEMY, OCYLLECTBNAEMbIX HECAHKLMOHWPOBAHHBIMW NMOKANbHO MOAKMIOUEHHBIMU CETEBBIMMU

mud o

YCTPONCTBAMMU, AIBMAETCA OrpaHUUeHne umcna gOoCTynHbIX Heumcnonb3yembix |P-agpecoB. 310
MOXHO caenatb ¢ nomolbto IPAM, unu Ynpaeneuus IP-agpecamu (IP Address Management),
COBMECTHO C pa3butnem Ha noaceTu aManasoHa |P-agpecoBs, KOTopbin OyaeT MCNoNb30BaTbCA.

Pa3buTre Ha nofceTy — 3TO MPOLLEeCC 3aMMCTBOBaHMA BUTOB M3 XocT-uacTu IP-agpeca ¢ uenbto
pas3buTUA DONbLIOKW CETU Ha HECKOMbKO Manbix. YeM bonblie Takux OUTOB 3aUMCTBYETCH, TEM
bGonbllue ceTer MOXHO co3aaTb, HO TEM MeHblle aipecoB Yy3/10B KaXkaan U3 ceten dyaer

noaaepXuBarth.
Cydbchukc Y3nbl CIDR 3aumcTBOBaHHbI |[JBOUUHbIE
e

.255 1 /32 0 A1111111
.254 2 /31 1 11111110
.252 4 /30 2 11111100
.248 8 /29 3 .11111000
.240 16 /28 4 .11110000
.224 32 /27 5 .11100000
192 64 /26 6 .11000000
.128 128 /25 7 .10000000
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C 1993 r. Pabouas rpynna npoektupoBaHua MHTepHeta (IETF) BBENa HOBYHO KOHLEMLMIO
pasmelleHua bnokoB agpecoBs |IPvd cnocobom bonee rubkum, uem TOT, UTO UCMONBL3OBANCA
paHee B apXMTEKTYpe Ha3HAUEeHWA aApPeCcoB C UCMONb30BaHUEM KnaccoB. HOBbIM MeTof
HasbiBaeTcA «becknaccoBol MexXgomeHHoW Mmapwpytusauuein» (CIDR) n ucnonb3yeTcs Takxe C
agpecamu IPv6.

KnaccoBble cetu IPv4 gensatca Ha knaccbl A, B 1 C ¢ uucnom ceteBbix butoB 8, 16 1 24
COOTBETCTBEHHO, U Knacc D, ncnonb3yemblii AnA rpynnoBOW agpecauuu.

Mpumep:

UTobbl NpUBECTM NPOCTOM ANA MOHUMAHWA NPUMEP, Mbl MCMONb3YEM CLEeHapui C aapecom
knacca C. Macka nogcetv no ymonuaHuto anAa agpeca knacca C —255.255.255.0. B
TEXHWUECKOM OTHOLLUEHMU, 3Ta MacKa He bbina pasbuTa Ha NOACETH, TaK UTO BECb MOCNEAHUN
OKTEeT AOCTyNeH Ans AeUCTBUTENbHOW agpecaumu y3noB. Tak Kak Mbl 3auMcTByeM BUTbl ¢ agpeca
y3na, Ana Hac AOCTYMHbl cneaytoline BapmuaHTbl MacKW B NOCNEAHEM OKTETE:

.128, .192, .224, .240, .248 n .252.

Mpu Mcnonb3oBaHUK Macku noacetn 255.255.255.240 (4 6uTa) Mbl co3gaem 16 MeHbLLNUX
ceTen, nogaepxuBaroLwmx 14 agpecoB y3noB Ha NOACETb.
- MoeHTtudmkatop noacetu O:
[uvanasoH agpecos y3noB oT 192.168.1.1 no 192.168.1.14. llinpokoBewatenbHbii aapec
192.168.1.15
- WpeHtndukartop noagcetv 16:
AmManasoH agpecos y3noB oT 192.168.1.17 no 192.168.1.30. LiMpokoBeLlaTenbHbl agpec
192.168.1.31
- MoeHTudrkaTopbl nogcetu: 32, 64, 96, n 1. n.

[na 6bonee KpynHbIX ceTer MOXKeT NoTpeboBaTbCA CreayoLlWni No pasmepy Knacc cety B unu
onpeneneHue cooteeTcTBytolero onoka CIDR.

Mpumep:

Mepen pa3BepTbiBaHWUEM CETU BMAeOHabNogeHWsa HeobX0AMMO BbINMOMHUTb MPOCTOM pacueT
Heobxoanmoro konuuecTa |P-ycTponcTB B ceTu, uToObl 0becneuntb BO3MOXHOCTb Ans
Oyayllero paclinpeHus:

- 20 pabounx cTaHUMIK ANA BUOEO

— 1 ueHTpanbHbIK cepBep

- 1 cepBep VRM

— 15 maccuBOB XpaHeHUA AaHHbIX iISCSI

- 305 IP-kamep

MT1oro = Heobxoaumo 342 |IP-agpeca

YuuTbiBaA paccunTaHHoe KonuuecTtso |IP-agpecoBs, paBHoe 342, nnsa obecrneueHusa Takoro
KONWUYecTBa afipecoB HaM No MUHUMYMY TpebyeTcAa cxema IP-agpecoB knacca B.
Mcnonb3oBaHMe Macku nogceTtn Knacca B no ymonuanuto 255.255.0.0 nosBonAeT Mcnonb3oBatb
B ceTu 65534 gocTynHbix IP-agpeca.

Kpome Toro, cetv MOXHO nnaHuMpoBaTb ¢ nomolubto 6noka CIDR, roe 23 buTta ucnonbayrotcsa
Kak npedukc, obecneumBas afpecHoe NPOCTPaHCTBO Ha 512 agpecoB, cOOTBETCTBEHHO, 510
y3noB.
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PasbuBan bonbluyto ceTb Ha bonee Menkue cocTaBnAtoLWMe, TO eCTb HA NOACETH, UK
onpepnensas 6nok CIDR, Bbl MOXXeTe CHU3UTb PUCK.

Mpumep:
Mo ymonuaHuio Pa3buTo Ha noaceTu
[OunanasoH IP-agpecoB 172.16.0.0 - 172.16.255.255 172.16.8.0 - 172.16.9.255
Macka nogcetu 255.255.0.0 255.255.254.0
3HaueHue CIDR 172.16.0.0/16 172.16.8.0/23
KonunuectBo noacetem 1 128
KonuuectBo y3nos 65.534 510
N3bbITOUHbIE aapeca 65.192 168
3.1 Ynpasneuune DHCP

IPAM moxeT ucnonbsosatb DHCP B KauecTBe MOLLHOIO MHCTPYMEHTA KOHTPONA U
ucnonb3oBaHus IP-agpecos B Ballel cpege. DHCP MOXXHO HacTpOWTb ANA UCMNONb30BaHWA

KOHKpeTHoro Habopa IP-agpecoB. Ero takxe MOXHO HACTPOUTb ANA UCKMTIOUEHUA KOHKPETHOTO
AuvanasoHa aapecos.

Ecnu Bbl ucnonb3yete DHCP, pekoMeHayeTcA, Npu pasmeLleHn BUAEOYCTPOMCTB, HACTPOUTb
beccpouHoe pesepBUpoBaHMe agpeca Ha ocHoBe MAC-aapeca Kaxaoro yCTponcTBa.

fewReservation G|

Piovide information for a reserved client.
Reservation name: [Cam 2d
IP address: |192_1sa_ 1.20
MAC address: [on-o?-aF-?c-m -3
Description IIF' 7000
Supported types

" Both

* DHCP

" BOOTP

[ Ak | Cos

3ameuaHun!

CoBeT 0 6e3onacHocTu gaHHbix N22.

[axke 0o ucnonb3oBaHUA yrpaBneHua IP-agpecamu anAa oTCrexXmBaHUA UCNonb3oBaHuA |P-
anpecoB, NepeaoBor METOAMKON B ynpaBleHUK CeTaAMM ABNAETCA OrpaHMueHne AoCTyna K CeTu
uepes 6e30nacHOCTb MOPTOB HAa MPAHUUHbIX KOMMYyTaTopax, HanpUMep, TONbKO KOHKPETHbIM
MAC-agpec MOXeT NonyunTb AOCTYN uepe3 KOHKPETHbIM NopT.
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YueTHble 3aNUCU U NAPONU Nonb3oBaTeneun

Bce IP-BuaeoycTpoiictBa Bosch nocraBnatoTcs ¢ TpeMsa BCTPOEHHbIMU YUETHbIMMW 3annucaMu

nonb3oBarens:

—  live (pexxum peanbHoro sBpeMmeHm)
: 3Ta CTaHOAPTHaA yd4eTHaA 3anuncb Nonb3oBaTena o6ecneuMBaeT AOCTyn K
BUAEOU300PaXKEHUIO B PEXXMME PearnbHOro BpeMeHHU.

— user (nonb3oBaTenb)
: 3Ta pacluMpeHHada yyeTHada 3anuncb obecrneunBaeTt AOCTYN K BUAEO B PeXUME peanbHOro
BPEMEHU U BUAEO3AMNUCAM, a TaKKe K TaKOMY YNpaBleHWIo KaMepon, Kak ynpasneHue PTZ.
[aHHaA yueTHaA 3anucb He NpegycMaTpyMBaeT AOoCTyna K napametpamM KoHUrypawmu.

- service (cnyxe6HanA)
: 3Ta yueTHas 3anuMcb agMUHUCTpaTopa obecneunBaeT 4OCTYN KO BCEM MEHIO YCTPOWCTBA U
KO BCEM MnapameTpam KoOHdUrypauuu.

[To yMONUaHWIO HU OfIHA U3 YUETHbIX 3anucen He UMeeT 3aaaHHoro napons. NpuceoeHue
naponemn ABNAETCA BaXKHEWLIMM 3TanoM npolecca 3almTbl Noboro ceTeBoro ycTpomncTaa.
HactoATenbHO pekomeHayeTca 3afaTth Naponu AN BCEX YCTAaHOBMEHHbIX CeTeBbIX
BUOEOYCTPOWCTB.

md 0

3ameuaHun!

B Bepcuun mukponporpammbl 6.30 ynpaBneHue nonb3oBaTenaMu 6bino pacliMpeHHo ann
Oonbluen rMOKOCTM M NO3BONAET CO34aBaTb APYrMX Nonb3oBaTenen ¢ UMeHaMu Nonb3oBaTens U
naponAmMu. bbiBLIME YPOBHU YUETHbIX 3anMUCel Tenepb NpencTaBnAoT YPOBHU rpynn
nonb3oBaTtenemn.

B Bepcuun mukponporpammbl 6.32 6binv BBeAeHbl bonee cTporne TpedboBaHMA K Naponam
(nogpobHble cBeaeHUA CM. Ha CTpaHuue Beb-cTpaHuua yctporictBa, CtpaHuya 11).

4.1

NMpumeHeHHne naponew

CyliecTByeT HECKOMbKO CNOCcOobOB Ha3zHaueHUA Napona B 3aBUCMMOCTH OT pa3mepa CUCTEMbI
BuOeoHabnogeHua n ucnonbayemoro MO. B Manbix cucteMax, COCTOALLMX U3 HECKONbKUX
Kamep, Naponv MOXHO 3afaTb C UCMONb30BaHWEM Beb-CTpaHULbl yCTponcTBa Mnun Bosch
Configuration Manager, Tak Kak B HeM yaobHO coueTaroTcA PyHKUNU OQHOBPEMEHHOM
KOHMUIypaLmMn HECKONMbKUX YCTPOWCTB U MacTepa KOHUrypaLmu.

md 0

3ameuaHun!

CoBert 0 6esonacHocTHU pgaHHbIX N23

Kak y>ke Oblno ckasaHo, Naponu ABNAKTCA BaXXHENLIUM 3N1eMEeHTOM 3allWTbl AaHHbIX OT
noTeHUManbHbIX KubepaTak. 9TO OTHOCUTCHA KO BCEM YCTPOMCTBAM BO BCEN BalleK
MH(PacTpyKType bezonacHOCTU. BONbLWKWHCTBO OpraHU3aLmi y>xe UMeroT AeNCTByOLME
CTpOruve npaBuna B OTHOLLUEHWW NApPONen, HO ecnu Bbl paboTaeTe ¢ HOBOM CUCTEMOM, HE UMeA
TaKWUX NpaBu, PEKOMeHOyeM BaM 03HAaKOMMWTbLCA C 0bOLLEeNPUHATBIMU TpeboBaHUAMMU K
3alMTHBIM NaponaMm:

— Naponu OOMKHbI OblTb 0T 8 A0 12 CUMBONOB ANUHOMN.

— Maposnu OOMXKHbI coflep)kaTb OYKBbI KaK BEPXHEro, Tak U HUXXHEero perumcrpa.

— Naponu OOMKHbI COAep)KaTb KaK MMHUMYM OAWH CrneunanbHbld CUMBOI.

— Naponu OOMKHbI coaep»KaTb Kak MUHUMYM OOHY LUGPY.

Mpumep:
Mcnonb3oBaHue dpasbl «to be or not to be» 1 HalWMX OCHOBHbLIX NPaBWN ANs CO3AaHWUsA
HaZleXXHOro napons.
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- 2be0OrnOt!t0OBe

3ameuaHun!

CyliecTtByeT pag orpaHUUeHWi Ha MCNoNb30oBaHWe B Naponsax TakMx cneumanbHbiX CUMBOMOB,
KaK «@», «&», «<», «>», «:», B CBA3U C UX NpeanucaHHbiM 3HaueHreM B XML v apyrux Asbikax
pasMeTkn. HecmoTpsA Ha To, uTo BeDb-UHTepdenc nponycTuT Takue cumBonbl, gpyroe MO
ynpaBneHnsa U KOHUTYPUPOBaHWUA MOXKET OTKa3aTbCA UX MPUHUMATb.

mud @

4.2 Beb-cTpaHuua yCTPOUCTBA

1. Ha Beb-cTpaHuue ycTponcTBa nepenanTte Ha cTpaHuly KoHdurypauums.

2. BbibepuTte MeHto 06WMX HacTpoek ObwmMe 1 nogMeHto YnpaBneHue nonb3oBaTenaMu
(MpumeuaHue: 0o Bepcun MUKponporpammbl 6.30 nogmeHto YnpaBneHue
nonb3oBaTenAMM HasbiBanoch Maponb).

Playback

¥ General #

|dentification

User Management ]

Mpu NnepBoM nepexofe Ha Beb-CTpaHULYy Kamepbl MONb30BaTeNto NpeanaraeTcs HasHauuTb
naponb Ansa obecneyeHna MUHUMaNbHOM 3aLLMTI.

370 npeanoxeHue dyaeT oTobpaxkaTbCa NPU KaXkaoM HOBOM nepexode Ha Beb-cTpaHuLbl
KaMepbl 10 Tex Nop, NokKa naponb He byaeT 3agaH. HaxaTne kHonkn OK BepeTt K
aBTOMATMUECKOMY OTKPbITUIO MEHIO YNpaBneHUe nonb3oBaTenaMM.

B Bepcuu MmukponporpaMmmbl 6.30 eCTb BOBMOXXHOCTb YCTaHOBKK hnakka He nokasbiBarTb....
3Ta BO3MOXHOCTb OblNna MCKNtOUEHa B BEPCUMU MUKpoNporpammel 6.32 B Lensax nsbexxaHus
npobenos B 6e3onacHoCTy.
1. BbibepuTe MeHto YnpaBneHue nonb3oBaTensAMMU W BBEAWUTE U NOATBEPAUTE NApPONU AnsA
KaXkOOM U3 TpexX YUEeTHbIX 3aMu1cen.
ObpartnTe BHUMaHHUe:
—  CHauana HeobxoAMMO HasHauUMUTb Naponu AnA Hanbonee BbICOKOTro ypoBHA AOCTyna
(Maponb 'service').
- B Bepcuu mukponporpammel 6.20 1 6onee No3gHUX HOBbIM MHOMKATOP HALEXHOCTH
naponA NOACKaXKeT, HACKONbKO NMOTEHLMANbHO HaleXXeH BBEAEHHbIM BaMW Naposb.
370 BCcnomorartenbHblM MHCTPYMEHT U OH He rapaHTUpyeT abCcontTHOro COOTBETCTBUA
BBeJEHHOro BaMu naponsa TpeboBaHWAM 6E€30NaCHOCTU KOHKPETHOM YCTAHOBKH.
2.  HaxmuTe YCTaHOBHUTb AN NPUMEHEHUA U COXPAHEHUA U3MEHEHUN.
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Password ‘senice’ ITTIITITTITI YT )
Confirm password

Password ‘user [TITITTITTIITTIY] Medium
Confirm password

Password Tive’ (TTITT] -

Confirm password

CTpaHuua YnpaBneHue nonb3oBaTeNnAMU B BEpPCUMU MUKponporpaMmbl 6.30 obecneunBaeT
BonblUyto rMBKOCTb O/1A CO34aHMA NOMb30BaTeNen C NPOU3BONbHBIMKU UMEHAMK U
CcOBCTBEHHbIMW NaponAMU. BbiBLIKE YPOBHM YUETHbIX 3anucel Tenepb NpeacTaBnsaioT YPOBHH
rpynn nonb3oBaTtenew.

P
& Flease make sure that all users are password protected.

User name | Group | Type
-sewic:e senvice | Password 7
user user Passwoaord _/;‘
live live Password s

Add

CTaHOapTHble NONb30BaTeNMU NPOAOMKAIOT CYLLeCTBOBATb, UCMONb3YA NApONu, 3afaHHble C
nomoLybto bonee paHHeW BEPCUN MUKPOMPOrpamMMbl; UX HEBO3MOXHO YAANMWTbL, a TaKXKe
HEBO3MOXXHO U3MEHWUTb YPOBEHb MX Fpymnmnbl.

-

Maponu MOXHO 3afaBaTb UKW U3MEHATb HaXKaTUEM unu
Moka Bce yueTHble 3anucy He DyayT 3aluiLeHbl naponamu, byaeTt oTobpaxkartbca
npegynpexgarouiee coobuieHune.

1. Utobbl gobaBUTb HOBOMO Nonb3oBaTend, HaxMmuTe [Jo6aBUTb.
OT0bOpasunTcA BCMNbiBallllee OKHO.

2. BBeguTe HOBble faHHble M Ha3HAUbTe rpynny nNonb3oBaTens.

3.  HaxmuTe YCTaHOBMUTb 1A COXPAHEHWA UBMEHEHUN.
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AaHHbIX
3ameuaHua!
(]
B Bepcuun MukponporpaMmmbl 6.32 Takxke bObinvM BBeAeHbl bonee cTporve TpeboBaHuA K
l naponam.
Tenepb Naponu A0NXHbl ObITb KAK MUHUMYM 8 CUMBONOB ANUHOMN.
4.3 Configuration Manager

Mpu ncnonb3oBaHunn Bosch Configuration Manager naponv MOXHO C NerkocTbio 3ajaBaTb ANA

OTAENbHbIX UM HECKOMNbKUX YCTPOMCTB OAHOBPEMEHHO.

1. B Configuration Manager BbibepuTe OOHO UK HECKONbKO YCTPOMUCTB.

2. Bbibepute Bknagky Obwmue, 3atem Bbibepute [LOCTYNn K YCTPOMNCTBY.

3. B meHto Maponb BBeauTe M NOATBEPAUTE XKeNaeMbli Naponb ANA KaXKO40M U3 TPeX yUeTHbIX
3anucen (Maponb "service", Maponb "user" v Maponb "live™).

4. Haxmute hﬂﬂﬂ NMPUMEHEHUA N COXPaHEHUA U3MEHEHUN.

’.3 Configuration Manager

File Tools Help

WL My Devices | Preferences

Filter X
Name URL

L] = =
=) 192.168.1.82:81 192.168.1.82. Camera Recording Alarm vea Netwark Service
3 Streaming Gateway/1 192.168.1.82. DetefTime

E3 Streaming Gateway/1 192.168.1.22.

i v Camera identification

L]
e AXIS P1344 192.168.1.24( | Devicetree

Unit name <mutiple>

Name amultiple> Device type  <multiple>

<mutiple>

UnitiD
Initiator name amultiple>

Initiator extension

v Password

Password 'service' T
Confirm =

Password ‘user’

Confirm =

Password Tive'

Confirm =

[na bonee KpynHbIX yCTaHOBOK, ynpaBnsaeMbix Bosch Video Management System unu
Video Recording Manager, ycTaHOBNEHHbIM Ha 3anucCbiBaloLLEN YCTPOWCTBE, MOXHO 3a4aTb
obuwue naponu gnsa Bcex IP-BUaeoycTponcTB, [OOaBNEHHbIX K cUcTeMe. ITO obecneunsaeT
NMPOCTOTY YyNpaBneHWs U CTaHAAPTHbIM YPpOBEeHb 6€30MacHOCTU MO BCEW CETU BUOEOCUCTEMDbI.

4.4 DIVAR IP 2000 / DIVAR IP 5000

Yctponctea 3anucu DIVAR IP obopynoBaHbl NpocTbiM B Ucnonb3oBaHMK Configuration Wizard.
HasHaueHHWe obLlecMCTEMHOro Napona aAMUHUCTpaTopa ABNAeTcA obA3aTenbHbIM Npu
KOHUrypaumnu cuctemsbl. Napornb 3agaeTca AN yUeTHOM 3anucH service Bcex |P-Buaeokamep,
pobaBneHHbIX K cucteme. BoaMoXKHOCTH A06aBNATE NApoNb YUETHOM 3aMMCKU USEr TaKxXe
obecneunBaetca mactepom Configuration Wizard, ogHako aTo He ob6A3aTtenbHo. MHAKWKaTop
HaAEXXHOCTM Naponsa UCNOMNb3YeT anropUTM, aHANOTMUHbBIN anropuTMy Ha BeED-CTpaHuLax Kamep.
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4.5

OpuHouHana yctaHoBka VRM

BoschVideo Recording Manager obecneuvBaeT ynpaBneHue nonb3oBaTenamMu Ana ewie
bonblen rMbkocTn 1 besonacHoOCTH.

Mo ymonuaHWo HWU OQHOM U3 YUETHbIX 3anMcel He NPUCBOEH Naponb. MNprUcBoeHKe naponen
ABNAETCA BaXXHEMLUMM 3TanoMm npouecca 3almTbl ntoboro ceteBoro yctponcrea. HactoAtenbHo
peKoMeHAyeTCs Ha3dHauWTb NApoNiM BCEM YCTAHOBMEHHBIM B CETU BUAEOYCTPONCTBAM.

To ke oTHOoCUTCA K nonb3oBaTenam Video Recording Manager.

General Network Service

Unit Access DiateTime VEM Settings User Management |

~  User management

Groups Users

Password
Password [s0ees |
Confirm |ooooo |
VRM Rights |

View live video
Take screenshots
Flayback recordings
Delete recordings
Protect recordings
Unpretect recordings
Export recordings
Duzl authorization

Use transcoder

Edit... Remave

Kpome Toro, uneHam rpynnbl Nonb3oBaTenei MoxeT ObiTb NpeaoCcTaBneH AOCTYN K KOHKPETHbIM
Kamepam W npuBuneruam. Takum obpasom obecneurBaeTca nogpobHoe ynpaBneHue npaBamu
KaXK4oro nonb3osarens.

General Camera Recording Alarm VCA Metwork Service
Privileges | Licenses Maintenance Certificates
v Privileges
[ Access
[ Mo zceess -
m
@
E
o
O
| Users |
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[aHHbIX
4.6 Bosch Video Management System
4.6.1 Bosch VMS / DIVAR IP 3000 / DIVAR IP 7000: 3awuTa YCTPOMUCTB C
nomMmoluibio napona
Kamepbl 1 kogepsbl, ynpasnaeMble Bosch Video Management System, MoryT ObiTb 3aliuLleHbl OT
HECaHKUMOHUPOBAHHOIO AOCTyMNa C NOMOLbIO NaponAa.
ﬂaponw AnA BCTPOEHHbIX YYEeTHbIX 3anvcen nonb3oBartenen KOD,epOB/ KamMep MOXXHO 3aAaThb C
nomMoubto Configuration Client Bosch Video Management System.
,D,FIH TOro, yTOOBI 3a4aTb MNaposib ANnA BCTPOEHHbIX YYETHbIX 3anucen HOﬂb3OBaTeﬂeﬁ, B
Configuration Client Bosch Video Management System:
1. B [epeBe yCTPOWCTB BbliDEpUTE Kenaembli Koaep.
2.  HaXMMUTe Ha Koaep NpaBoW KHOMKOM U BbibeprnTe U3MeHUTb Napons....
3. BBeauTe naponb ANA TPeX BCTPOEHHbIX YUETHbIX 3anucew live, user u service.
O Configardhion Che 1)
System Hardware Tools Reports Settings Help
‘g Devices ﬁ ’g:p:d:f / % Schedules ) y ) C'Ft'zg’o:i;w:;"d ? fi&. Events / j Alzrms / _ﬁ User Groups
H q g x ;é t"\ & Failover NVR Manager IP Device Configuraticn
-E-E Device Tree [12] [Main Settings | Advanced Settings Camera VCA Interfaces Network Senvice
"{-i Erterprise System [1] - o >
] E VR Devices [4] B Accexs | niln
IS, Bosch Recording StationDigos Capes identifeatin
& VR (Digital Video Recorder) y -
& S ke Device type DINION IP starlight 7000 HD (CPP4
® .g Werketations 1] Unit ID
& I-g Menitors [3] Initiator name i 2008-12 com bosch-unit00758)
-2 Other Devicss 111
Initiztor extension
g Q VRM Devices [1]
e i o
:‘ Pool 014] Enter password
ER- ] DINION IF starlight 7000 HD (13 1 el e user name
3E) Camerz 1192 168021 e ve -
¢ FlexiDome panorama 7000 12MP 1 Change password... semice |
2@8) Camera 1192 168.1223) Blink Power LED =
@8 FlexiDome panorama 7000 T2MP % Show Webpage in Browser __Cam)el
+ gy Primary (182.168.0.200) [1] Refresh state
‘ Pel 1 Change Pool ...
@ Liwp Quay Rename
q Local Storage Rmisin
@ @ Unmanaged Sites [1]
Help
4.6.2 Bosch VMS / DIVAR IP 3000 / DIVAR IP 7000: 3awuTa naponem no

YMONYaHUo
Bepcuu Bosch Video Management System 5.0 u 6onee nosgHve obecneunBatoT BO3MOXHOCTb

NPUCBOEHMA ODLMX NAapOnen Ha BCeX YCTPOWCTBax B Buaeocuctemax obbemom go 2000 IP-

Kamep. 9Ta pyHKUMa gocTtynHa B Configuration Wizard Bosch Video Management System npw

pabote ¢ DIVAR IP 3000 vnu yctporctBamu 3anucu DIVAR IP 7000, unu uepes Configuration

Client Bosch Video Management System B ntobow cucteme.

[na noctyna K meHto obwux naponen B Configuration Client Bosch Video Management System:

1. B MeHio AnnapaTHoe obecneueHue BbibepuTe 3awWwuTa YCTPOUCTB Naponem no
YMONUaHUIO...

2. B none Bceobwwuit naponb No ymonu. BBeAWTE Naponb U Bolbepute MpUHyAUTENbHAA
3awuTa naponem npu akTUBaL UK
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OF Configuration Client (127.0.01)

System | Hardware | Tools Reports Settings Help

5 Initial Device Scan...
g | Protect Devices with Default Password...

@ IP Device Configuration...

H T D Protect Devices with Global Default Password (=]
Fg
= g i (’\ Refresh States

@ Entery

Bg wr
Please type in a non-empty global default password and apply it
% Bosch If "Enforce password protection on activation” is enabled, you must completely protect all devices of your configuration by a password (service, live, user)
If & device is not connected, you can nevertheless activate.

Global default password CIYTTYTYNTY
[F] Show passwords

Enforce password protection on activation

lMocne coxpaHeHUA U aKTUBALMWKU U3MEHEHWUIM B CUCTEME BBEAEHHbIM Naponb byaeT 3aaaH ans
yUeTHbIX 3anucen live, user u service Ha BCcex YCTPOMCTBaX, BKOUAA YUETHYIO 3anucb
aamuHucTpartopa B Video Recording Manager.

md 0

3ameuaHun!

Ecnu yctpoMcTBa yke MMetoT 3ajaHHble Naponu ANA KakMx-nMbo yuyeTHbIX 3aNncen, OHU He
OyayT U3MEHEHDI.

Hanpumep, ecnu naponb 3a4aH Ans yYeTHOM 3anucK service, HO He anA live u user, obLWwmn
naponb byaeT 3afaH TONbKO ANA yUeTHbIX 3anucen live u user.

4.6.3

KoHdourypauua Bosch VMS u napameTtpbl VRM

Mo ymonuaHuto Bosch Video Management System ncrnonb3yeT BCTPOEHHYIO YUETHYIO 3amnuchb

aamuHucTpatopa srvadmin ans nogknoueHus K Video Recording Manager ¢ 3awmton

naponeM. Bo nsbexxaHue HecaHKLMOHUpPOBaHHOrO focTtyna k Video Recording Manager yuetHan

3anucb agMUHUCTpaTopa srvadmin 3aliuLLieHa CNOXHbIM Naponem.

UtoObl M3MeHWTb Naponb yueTHoM 3anucu srvadmin , B Configuration Client Bosch Video

Management System:

1. B OepeBe yCTpOMCTB BblbepuTe ycTponcteo VRM.

2.  HaxmuTte npaBoi KHonkow yctporcteo VRM u Bbibepute UsameHuTb naponb VRM.
OT0bpasutca ananorosoe okHo U3MeHUTb napons....

3. BeepguTe HOBbIM Naponb ANA yueTHoM 3anucu srvadmin u Haxxmute OK.
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AaHHbIX
G Configuration Client (127.001)
System Hardware Tocls Reporis Settings Help
‘g Devices % g:p:d:f % Schedules - L C‘Ft’::(o:;:gm [ﬂ‘ Events bl Alarms / _ﬁ User Groups |
H ey @ Xi ;é t’\ E Failover NVR Manager 1P Device Configuration
= G Device Tree 12 Metwork Service
& i Erterprise System [1] —_
& [l WR Devices 141 —-——
% Bosch Recording Station/DiBos Info
DR (Digital Video Ry )
u .f |g|.ta ideo Recorder] Shle et
& Matrix Switches
@ ;! Workstations [1]
Access
= lg Monitors [2]
3 ? Other Devices [11] Sysiem-wide CHAR password
B Q VRM Devices [1]
' " Edit VRM Device
iy Change YRM Password
T Show YRM Menitor Change Password
B Add Pocl
T Add Failover VRM Old Password |
wd Add Mirrored VRM
@ II Scan for Encoders New Password
g D Scan for Video Streaming Gateways
g Local ! Refresh state New Password
|
12 e Unmai| Rename 0K ] [ Cancel
Remove
Help
4.6.4 Bosch VMS / DIVAR IP 3000 / DIVAR IP 7000: wudpoBaHHasA CBA3b C

Kamepamu

HauunHans c Bepcuun Bosch Video Management System 7.0, BuaeogaHHble B pexxMMe peanbHOro
BpeMeHM U cBA3b Mexay kamepon u Operator Client, Configuration Client, Management Server
n Video Recording Manager Bosch Video Management System Mo>HO 3aliMdpoBathb.

MNMocne akTMBauuu besonacHoOro NOAKMOUEHUA B AMANOroBOM OKHe U3MeHUTb Kopep, cepBep
Bosch Video Management System, Operator Client 1 Video Recording Manager byayt
ucnonb3oBaTb besonacHoe nogknoueHre HTTPS onsa noaKnNtoUeHWsa Kamepbl UK Kogepa.
BHyTpeHHsAs cTpoka nogkntoueHma Bosch Video Management System namenutca c rcpp://
a.b.c.d (obbiuHoe RCP + nogkntoueHue kK nopty 1756) Ha https://a.b.c.d (HTTPS-nogkntoueHne
K nopty 443).

[nA yctapeBLUMX YCTPOWCTB, He noaaep»xuBatownx HTTPS, cTpoka nogkntoueHus ocTaHeTcA
HenameHHon (RCP +).

Ecnu BbibpaHa HTTPS-cBA3b, byaet ncnonb3oBatbes cBAsb HTTPS (TLS) ana wudposBaHua

BCEM MONe3HOM Harpysku ynpasneHusa M BUAEO uepe3 MOAY b LN POoBaHUA ycTponcTaa. Mpwu

ucnonb3oBaHMK TLS Bce ynpaBneHue nepenaver HTTPS n nonesHana Harpyska BMAEO

lWwndbpyeTca ¢ NoMoLbio Kntoua wudpoBaHunsa AES go 256 6UT ANUHON.

[Ona akTnBaumu wndpoBaHHor ceasun B Configuration Client Bosch Video Management System:

1. B paepeBe yCTPOMUCTB BblibepUTe xenaeMbli Kogep/Kamepy.

2. [paBoW KHOMKOM HaXMUTe Kofdep/kamepy 1 Bbibeprte U3MeHUTb Koaep.

3. B aunanoroBom okHe U3meHUTb Koaep akTMBUpPYHTe BesonacHoe coeanHeHue
(wudpoBanue).

4. CoxpaHUTe U aKTUBUPYHUTE KOHMUTIypaLuio.
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OE Configuration Client (127.0.0.1)

System Hardware Tools Reports Settings Help

g Devices Q ’g;i‘z'rf /% Schedules / % Car:;ﬁ;g"d/ A; Events / m Alarms / :ﬁ Useerups/

H =y @ x # \;\ E Failover NVR Manager IP Device Configuration

= gﬁwm Tres [12] Edit Encoder
Ent System [1
rietprize System (1] Device Identification
& NVR Devices [4]
Name DINION IP starfight 7000 HD {132.168.100.21)
% Bosch Recording Station/DiBos
. Network address 192.168.100.21
i@ DVR (Digital Video Recorder)
£ Matrix Switches Credertials
% \workstations
User name service
B, onitors 13
Password
% Other Devices [11] .
Show password
=y VAM Devices [1 P
@ e &
= @ Pool 01l
: E
=R+ DINION IP starlight 7000 HD (192.168.100.21) [1] Sy
=) Kamera 1(192.168.100.21) Secure connection (encryption)

Mocne akTMBaLuK 6e30NacHOro MOAKMIOUYEHUA C KOAEPOM, APYr1e NPOTOKOMbl MOMKHO
peaktuBupoBsatb (cM. ObLyre HaCTPOHKH MCMOMbL30BaHMA CeTeBbIX MOPTOB U rnepedayn
BnOeodaHHbIx, CTpaHuya 19).

3ameuaHus!
Bosch VMS nopaep»xuBaet Tonbko nopt HTTPS no ymonuaxuto 443. Mcnonb3oBaHue Apyrux

md 0

NnopTOB HE NoAAEepPXXUBAETCA.
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Ycunenue 3awmTbl gocTyna K yctpovcteam | ru - 19

5

5.1

YcuneHue 3awWmThl JOCTYMNAa K YCTPOMCTBaAM

Bce IP-BuaeoycTpoiictBa Bosch nocraBnAoTcsa Co BCTPOEHHBIMU MHOTOMYHKLMOHANbHbIMU BEb-
CcTpaHuLaMu. Beb-cTpaHULbl KaXaoro KOHKPETHOro YCTPOMCTBa NOAAEPXKUBAIOT KaK BUMOEO B
peXume peanbHOro BpeMeHHW, Tak U BOCNPOU3BeAeHWEe 3aMMCaHHOro BUAEOU300paXkeHus, a
Takxxe npeanaratoT psag onpeaeneHHbIX NapameTpoB KOHMUIypaLuu, KoTopble MOTyT bbiTbh
HeOoCTYMHbl Uepe3 CUCTEMY YNpaBneHua Buaeo. BcTpoeHHble yueTHble 3anncK BbICTyNaroT B
KauecTBe KaHanoB AOCTyNa K pasHbIM pasfenam COOTBETCTBYIOLMX BeO-CTpaHUL. HecMoTps Ha
TO, UTO IOCTYN K Be6-CTpaHWLe HEBO3MOXHO OTKMOUMUTL C MOMOLLbIO CaMOoK Beb-cTpaHuLbl (ann
3TOro MOXHo ucnonb3osatb Configuration Manager), cyliecTByeT HECKONbKO CMOCOboB CKPbITh
NPUCYTCTBME YCTPOMCTBA, OTPaHUUMUTb AOCTYM, & TaKXXe yNpaBnsaTb UCNONb30BaHUEM
BWAEOMOPTOB.

OOwme HaCTPONKU UCNONb30OBAHUA CETEBbIX MOPTOB U
nepeaaun BUAECOAAHHbIX

Bce IP-Buaeo ycTtponctea Bosch ncnonb3yoT NPOTOKON AUCTaHLMOHHOrO ynpasneHusa (+ RCP)
anAa obHapy)xeHuA, ynpaBneHua u ceasu. RCP + aBnsaeTca 3anaTeHTOBAHHbLIM MPOTOKONOM
Bosch, ncnonbaylolMm KOHKPETHbIe CTaTUuecKre NopThbl AnA o0Hapy»KeHus u cBA3u c IP-Buageo
ycTporncTteamu Bosch — 1756, 1757 n 1758. MNpu pabote ¢ Bosch Video Management System
WUNW OpYron CTOPOHHEN CUCTEMOM yrpaBneHus BUOEO CO BCTPOEHHbIMU |P-BMaOeo ycTponcTBaMu
Bosch uepes BoschVideoSDK nepeuuncrneHHble NopTbl 4OMXKHbI ObITb AOCTYMHbI B CETU ANA
KOppeKTHOM paboTbl IP-BMOEOYyCTPOMCTB.

BupeounsobpaxkeHne MOXeT TPAHCNTMPOBATLCA C YCTPOMCTB HECKONbKUMK crnocobamu: UDP
(omHamuueckmi), HTTP (80) nnu HTTPS (443).

NcnonbsoBaHue noptos HTTP u HTTPS mMoxeT ObiTb udmeHeHo (cM. HTTP, HTTPS u
ncnonb3oBaHue sudeonoptoB, CtpaHuya 20). MNpexae UeM BHOCUTb Kakne-nMbo U3MEHEHWA B
nopTbl, HEOBXOAMMO HACTPOUTL Tpebyemyto hopmy CBA3KU C yCcTporncTBoM. MeHto CBA3b MOXHO
OTKpbITb ¢ nomoubto Configuration Manager.

1. B Configuration Manager BbibepuTe Xenaemoe yCTponcTBO.

2. Bbibepute Bknagky Obwue, 3atem BbibepuTe [JOCTYyNn K YCTPOWUCTBY.

3.  OTKpomTe yacTb CTpaHuLbl JlOCTYN K YCTPOWUCTBY

Camera Recording Alarm VCA Interfaces Network Service
Dat=Time Initialization |

v Camera identification ~ Device access

4. B cnucke MpoTokon BbiOepUTe enaembl NPOTOKON:

- RCP+

—  HTTP (no ymonuaHuio)

- HTTPS

Mpwu Bbibope cBaA3u uepesd HTTPS, anAa ceasu mexay Configuration Manager v
BUOeoycTponcTtBamu byaet ucnonbaoBatbea HTTPS (TLS) ans wudpoBaHMA NonesHom
HarpysKku ¢ MOMOLLbIO KNtoua WwudpoBaHua AES pno 256 6utos gnuHon. 310 BecnnatHas
6asoBas yHkumMA. [pu ncnonb3oBaHnK TLS Bce ynpaBneHve nepefayen M nonesHas Harpyska
Buaeo HTTPS wudpyeTtca uepes Moaynb LUMPOBAHUA YCTPOUCTBA.
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3ameuaHumAa!
LLincdppoBaHMe npeaHasHaueHo crneunanbHo ANA «TpaKTa nepeaaun». Mocne nonyyeHuns BUaeo
nporpaMMHbIM UMK annapaTtHbiM AeKoAepOM NOTOK OKOHUYaTENbHO pacliMpoBbLIBaeTCA.

md 0

3ameuaHun!

CoBerT 0 6e3onacHocTu gaHHbix N24

Mpu onpegeneH MMHUManNbHOro ypoBHA be3onacHOCTM AnA AOoCTyna K ycTponcTteam ¢ MO
KnueHTa ybeautechb, UTo BCe NMOPTbl U MPOTOKONbI, AoNycKatoline bonee HU3KUIN YPOBEHb
[0CTyNa, BbIKMOUEHbl MW AeaKTUBUPOBAHbI HA YCTPOMCTBAX.

5.1.1

HTTP, HTTPS u ucnonb3oBaHve BUAEONOpPTOB

Mcnonb3soBaHue noptoB HTTP 1 HTTPS Ha Bcex yCTpOMCTBaAX MOXXHO U3MEHATb UMW OTKNOYaTb.
LLInchpoBaHHas CBA3b MOXET ObITb aKTUBMPOBAHA C MOMOLLbIO OTKMOUeHMA nopTa RCP +, a
Takxe nopta HTTP, uTto NpUHYAMTENBHO aKTUBUPYET WK poBaHUe AN BCcex BUAOB CBA3W. [pu
OTKMNIOUEHHOM Mcnonb3oBaHuK noptoB HTTP HTTPS ocTtaHeTcA BKMIOUEHHBLIM W N00ObIe NMOMbITKKU
OTKNIOUMTb €ro OKOHUATCA Heypauen.

1. B Configuration Manager BbibepuTe enaemoe yCcTpowncCTBO.

2. Bbibepute Bknagky CeTb, 3aTeM BbibepuTe [loCTyn K CETH.

3. OtkpowTe vacTtb cTpaHuubl MogpobHo.

Name 192162127 Device type  DINION P dynamc 7000 HD
General Camera Recording Alarm VCA Interfaces Network Service
Network Access DynDNS Advanced Metwork Management Multicast Image Posting Accounts |Pw4 Filter
v Automatic [Pv4 assignment I v Details I

4. B uactu ctpaHuubl MoapobHo uameHuTe nopTbl Opaysepa HTTP u HTTPS, a Takxe nopt
RCP+, ncnonb3aysa pacKpblBatoLMNCA CMUCOK:
—  u“3MeHeHue nopta bpaysepa HTTP: 80 unu noptbl o1 10000 go 10100
—  M3MeHeHMe nopta bpaysepa HTTPS: 443 vnu noptbl ot 10443 no 10543
- RCP + nopt 1756: Bkn. nnu Bbikn.

md 0

3ameuaHnus!

B mukponporpamme Bepcuu 6.1, ecnn HTTP-nopT AeakTMBHpPOBaH, U cCOBepLUAeTCA NOMNbITKA
OTKpPbITUA BED-CTpaHMLbl YCTPOWCTBA, 3anpoc OyaeT HanpaBfeH Ha 3aaHHbIM B faHHbIN
MomeHT HTTPS-noprt.

dyHKUMA NepeHanpaBneH1a 3anpoca OTCYTCTBYET B BEPCUAX MUKponporpaMmmbl 6.20 1 bonee
nosgHux. Ecnu HTTP-nopT aeaktnBuMpoBaH, a HTTPS-nopT 6bin HAaCTpOeH ANnA UCMNoNb30BaHMA
nopTa, oTnuMuHoro ot 443, foCTyn K BeD-CTpaHMLaM MOXKET OblTb NONYUYEH TONBKO C MOMOLLbIO
nepexopa no IP-agpecy ycTpolcTBa U HadHaUEHHOMY NOpPTY.

5.1.2

Mpumep:
https://192.168.1.21:10443. [Ttobble NONbITKK NOAKNIOUEHUA K aApecy No yMONyaHuio
OKOHUATCA HeyJauew.

Bupeo MO u BbIGOp nopTa
M3meHeHMe 3TUX NapamMeTpoB TaKXe NOBMUAET Ha TO, KAKOM MOPT UCMONb3yeTcA AnA nepegauu
BMAEO NpU ucrnonbsoBaHunu MO gna ynpaBneHua Buaeo B Bawen cety LAN.
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Ecnu Bce IP-BuaeoycTponctBa HacTpoeHbl Ha HTTP-nopT 10000, HanpuMep, 1 Bosch Video
Management SystemOperator Client HacTpoeH gna «TyHHenupoBaHua TCP», To BCce nepenauu
BUOEOAAHHbIX B CeTn byayT ocyliecTBnAaTbes uepes HTTP-nopt 10000.

mud 0

3ameuanun!
MN3meHeHWA napaMeTpoB MNOPTOB YCTPOMCTB AOMKHbI COOTBETCTBOBATb NapaMeTpam CUCTEMbI
yNpaBNeHUa U ee KOMMOHEHTOB, a TaKXKe napamMeTpam KNUEHTOB.

mud 0

3ameuaHusn!

CoBeT 0 6e3onacHocTU AaHHbIX N25

B 3aBMCMMOCTHM OT CLieHapUA pa3MellleHns U Lenen 6e30nacHOCTM CUCTEMbl PEKOMEHOYEMbIE
MeTOOMKKM MOTyT oTnuuaTbcA. OTKNOUEHMEe U NepeHanpaBneHne ncnonb3osaHua noptos HTTP
unu HTTPSrumeeT cBou NpenmyllecTBa. MUameHeHMe nopTa B NOOOM NPOTOKOME UCKIoUaeT
HeobXxoAMMOCTb NpenocTaBneHua MHopMaLMK Ha cpeacTBa cetu, TakMe kak NMAP (Network
Mapper, becnnartHbii ckaHep b6esonacHocTh). MpunoxeHus, Takne kak NMAP, obbluHO
MCNONb3YHOTCA Kak CpeacTBa AMArHOCTUKK ANns onpeneneHunsa cnabbix MecT Kakoro-nmMbo
YCTPOMNCTBA B CETW. ITOT CNOCOO B COUETAHUU C HA3HAUEHWEM HAOEXKHOIO Napons NoBblilIaeT
obumi ypoBeHb 6€30MaCHOCTU CUCTEMDBI.

5.1.3

Doctyn Telnet

Telnet — npoToKON Ha YpOBHE NMPUNOXEHWUA, KOTOPbIM obecrneumBaeT CBA3b C YCTPOWCTBAMM
yepes BUPTyanbHbIM TePMUHAN ANA 0OCNYXXWBaHWA W yCTpaHeHUA Henonagok. Bece IP-
BuaeoycTponctea Bosch nogaepxusatot Telnet, 1 nogaepkka Telnet No ymonuaHuio BKNoUueHa
B BEPCUAX MUKponporpaMmbl Ao 6,1x. HauMHaa c Bepcuun mukponporpammbl 6.20, nopt Telnet
OTK/TIOUEH MO YMOMUAHMUIO.

mud 0

3ameuaHun!

CoBeT 0 6e3onacHocTu gaHHbix N26

C 2011 r. uncno kubepatak ¢ Ucnonb3oBaHWeM npoTokona Telnet Bospocno. B coBpeMeHHbIX
YCNOBUAX PEKOMEHAYETCA AeaKTuBaLmMA Noanep>Kku Telnet Ha Bcex ycTpoMcTBax 4o Tex nop,
noka NpoTOKON He NoTpebyeTcA ANA PeMOHTa UMK YyCTPaHEHWA HENONAAOK.

1. B Configuration Manager Bbibepu1Te xenaemoe yCTpOMCTBO.
2. Bbibepute Bknagky CeTb, 3aTeM BblbepuTe [LOCTYN K CETH.
3. OTtkpowTe yacTtb cTpaHuubl MoapobHo.

Hame 192168121 Device type  DINION IP dynamic 7000 HD
General Camera Recording Alarm VCA Interfaces Network Service
Network Access DynDNS Advanced WNetwork Management Multicast Image Posting Accounts IPv4 Filter
+ Automatic IPv4 assignment I v Details I

4. B uyacTtu cTpaHuubl MoapobHo MOXXHO BKAOUaATb WM oTKNouaTtb Moaaepxka Telnet ¢
MCMONb30BaHWEM PACKPbIBAKOLLErOCA MEHHO.
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3ameuaHun!
CoBert 0 6esonacHocTU pgaHHbIXx N27
HauunHas c Bepcuu mukponporpamm 6.20 Telnet Takke noagep>kMBaeTcs C MOMOLLbIO Tak

md 0

HasblBaeMbIX «Beb-pasbeMoB», KOTOpble MCNOMNb3YT be3onacHble nogkntoueHna HTTPS. Beb-

pasbeMbl He UCMONb3YT CTaHAAPTHLIM NopT Telnet n obecneunBatoT HesonacHbIM cnocob
[OCTyna K MHTepdency KoMaHOHOM CTPpoKK IP-ycTponcTBa npyv HEOOXOAMMOCTH.

5.14 Mpotokon RTSP: Real Time Streaming Protocol
MNMoToKkoBaA nepegava gaHHbIX B peanbHoM BpeMeHun (RTSP) ABnseTcA OCHOBHbIM
BUAEOKOMMOHEHTOM, UCMONb3yeMblM npoTokonom ONVIFana obecneueHnAa NOTOKOBOro BUAEO
W yrnpaBneHus yCTPOMUCTBaAMM ANA CUCTEM YNpaBNeHWsa BUOEO, COOTBETCTBYHOLMX CTaHAapTam
ONVIF. RTSP Takxe ucnonb3yerca pasnuuyHbIMWU CTOPOHHUMU BUOEONPUNOXKEHUAMU ANA
6a30BbIx OYHKLMIA NOTOKOBOW Nepefauu, a B HEKOTOPbIX CyYaAx MOXET UCMONb30BaTbCcA ANA
yCTpaHeHWA HeNnonagoK yCTpowucTB U ceTu. Bee IP-BugeoyctporcTtea Bosch nognepxusatot
NOTOKOBYIO Nepefauy B NOMOLLbO npoTokona RTSP.
OyHKuMAMKU RTSP MOXHO nerko ynpasnAatb ¢ noMolbto Configuration Manager.
1. B Configuration Manager BbibepuTe xenaemoe yCTponCTBO.
2. BblbepuTe BKknaaky Cetb, 3aTeM BbibepuTe [lONONHUTENBHO

Name 192.168.1.50 Device type  DINION IP dynamic 7000 HD
General Camera Recording Alarm VCA Interfaces Network Service
Network Access DynDNS | Advanced Network Management Multicast Image Posting Accounts IPv4

3. OrtkpoWTe yacTb cTpaHuubl RTSP.

4. B packpbiBatowemcs meHto MopT RTSP otkntounte Unu nameHuTe yHkumm RTSP:
—  nopt RTSP no ymonuaHuto: 554
- n3amMeHeHue nopta RTSP: ot 10554 no 10664

3ameuaHusn!
CoBert 0 6esonacHocTU pgaHHbIX N28
B nocnenHee BpemA nosBnaetcsa Bce 6onblie coobuieHni o kKubepatakax C MCNoNb30BaHWEM

OyhepHbIX aTak c MOMOLLbIO NepenonHeHusa cteka RTSP. 9Tn ataku Obinu HaueneHbl Ha
YCTPOMCTBA KOHKPETHbIX NOCTaBLUMKOB. PeKoMeHayemMol MeTOAUKOW ABMAETCA OTKNOUeHUe

md @

3TOro cepBuca, €eCsfini OH He UCNOJTb3YyeTCA cuctemon ynpaBneHnAa Bnaeo, COOTBeTCTByiOLLI,ePI

ctaHgaptam ONVIF, unu gna 6a3oBoi NOTOKOBOM Nepefaun B pexxmmMe peanbHOro BPEMEHH.
Kpome TOro, ecnu ato No3BONsAeT NPUHUMAKOLWMM KNUEHT, cBA3b RTSP MoxeT ObiTb
TYHHENMpoBaHa C Ucrnonb3oBaHWeM nogknoueHna HTTPS, koTopoe Ha AaHHbIA MOMEHT
ABNAETCA eAUHCTBEHHbIM CrocoboM nepenauu WKUMPoBaHHbIX AaHHbIX RTSP.

3ameuaHun!
o .

OnAa nonyyeHWA 0ONONHUTENbHbIX CBeAeHMM 0 RTSP cM. npumMeuaHMe 0 TEXHUUECKOM
l obcnyxuneaHun «Mcnonb3dosaHue RTSP ¢ VIP yctponctBamu Bosch» B oHnawH katanore

npoAyktoB Bosch Security Systems no cnegytolien ccbinke:

http://resource.boschsecurity.com/documents/RTSP_VIP_Configuration_Note_enUS_9007200806939915.pdf
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5.1.5

UPnP: cdoyHkuua Universal Plug and Play

IP-BuaeoycTpoicTBa Bosch cnocobHbl obecneunBaTb CBA3b C YCTPOMCTBAMMU CETU C MOMOLLbIO
hyHKLMKM UPNP. 3Ta dhyHKLMA B OCHOBHOM MCMOMNb3YeTCA B MalblX CUCTEMax ¢ HeOoNbLUM
KONMMUECTBOM KaMep, B KOTOPbIX KaMepbl aBTOMaTUUeckn oTobparkatoTca B Katanore cetu MK u
MOTYT ObITb C NErKOCTbIO HanAeHbl. HO OHM Takke oTobpaxkatoTca v Ansa nboro gpyroro
YCTPOWCTBA B CETH.

UPnP mMoxHO oTKkntounTb ¢ nomoubto Configuration Manager.

1. B Configuration Manager BbibepuTe xenaemoe yCTPOMCTBO.

2. Bbibepute Bknagky Cetb, 3aTeM BblOepuTe YNpaBneHue ceTbio

Name 132168121 Device typs  DINION IP dynamic 7000 HD URL Http:
General Camera Recording Alarm VCA Interfaces Service
Network Access DynDNS Advanced Network Management l Muiticast Image Posting Accounts IPv4 Filter Encryption

3. OtKkpowTe vacTb cTpaHuubl UPNP.
4. B packpbiBatouiemca MeHto UPnP Bbibepute OTKnouutb A8 oTknoueHusa UPnP.

mud 0

3ameuaHus!

CoBeT 0 6e3onacHocTHU gaHHbIX N29

UPnP He cnenyet UCNonb30BaTb B KPYMHbIX YCTAHOBKAX B CBA3M C DONbLIMM UMCNIOM
YBEAOMMNEHUN O perncTpaumnmn U noTeHuManbHbiM PUCKOM HEXenaTenbHOro AoCTyna UK ataku.

5.1.6

MHoroap,peCHaﬂ nepepayva
Bce IP-Buaeo yctpoictBa Bosch cnocobHbl obecneunBatb kKak «MHOroagpecHyto nepegavy
BMEO MO 3anpocy», Tak U «MHOroagpecHyro NoTOKOBYHO nepefavy Buaeox». Ecnu ogHoanpecHas
nepefava BMAeO OCHOBbIBAETCA Ha afpecarte AaHHbIX, MHOroapecHaA OCHOBbIBAETCA Ha
MCTOUHUKE, UTO MOXET NMPUBECTU K BOSHUKHOBEHUIO Npobnem 6e30MacHOCTM Ha YPOBHE CETH,
TaKUX KakK: ynpaBneHue rpynnoBbiM AOCTYNOM, HaEXKHOCTb LeHTpa rpynmnbl U HAAEXHOCTb
poyTepa. Mpu TOM, UTO KOHUIypaLKnsa poyTepa He paccMaTpuBaeTCs B JAHHOM PYKOBOZACTBE,
cylLecTByeT pelleHre B obnacti 6e30nacHOCTHU, KOTOPOe MOXHO BHeAPUTb ¢ camoro |IP-
BWOEOYCTPOMCTBA.
MpaBuno TTL (time-to-live, BpemaA }13HKU) onpenensieT, Kyaa U Kak faneko MHOroafpecHbIn
NMOTOK [laHHbIX MOXET NepeMeLlaTbCA BHYTPU CETU, KaXKAbIM Nepexos npu 3TOM YMeHbLUAeT ero
«BPEMA XXU3HW» Ha OofHY eauHuly. Mpu HacTporike IP-BMaeoycTponcTBa ANA MHOr0oaapecHoro
MCMNONb30BaHUA MOXHO M3MeHUTb TTL-nakeT ycTponcTBa.
1. B Configuration Manager BbibepuTe xenaemoe yCTpOMCTBO.
2. Bbibepute Bknagky Cetb, 3ateM BblbepuTe MHOroagpecHasa nepegaua
3. OtkpowTe uacTtb cTpaHuubl TTL npu MHOroagpecHo# nepegaue.
4. W3meHuTe HacTporkn TTL nakeTa C MCNONb30BaHUEM CneadyoLmnx 3HaueHnn TTL u

orpaHuuyeHuin obnacrten:

—  3HaueHue TTL O = orpaHMueHO AOCTYNOM K NOKanbHOMY y3ny

—  3HauveHue TTL 1 = orpaHMueHO OOCTYMNOM K TOM »Ke NoaceTu

—  3HaueHwue TTL 15 = orpaHWuUeHo OOCTYNOM K TOMY e 00beKTy

- 3HaueHue TTL 64 (No yMONUaHWIo) = OrpaHUUEHo JOCTYNOM K TOW e obnacTtu

—  3HaueHue TTL 127 = no Bcemy mupy

—  3HaueHue TTL 191 = no BCcemMy MHUPY C OrpaHMUEHHOM NOTOCOM NPOoNyCcKaHMA

- 3HaueHue TTL 255 = HeorpaHWUeHHble AaHHble
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General Camera Recording Alarm VCA Interfaces I Network Service
Network Access DynDNS Advanced Network Management I Multicast I Image Posting Accounts IPv4 Filter Encryption

~ Multicast Stream 1

Enable Multicast Address  Port Streaming
Video 1 [ 0000 60010 |2
v Multicast Stream 2
Enable Multicast Address  Port Streaming
Video 1 [7] 226.3.209.201 60020 |2 7]

v Multicast TTL

md 0

3ameuaHusn!

CoBert 0 6esonacHocTH gaHHbIXx N2 10

Mpwn paboTte ¢ AaHHbIMK BUAEOHAONOAEHUA peKOMeHAYeTCA YCTAaHOBUTb 3HaueHue TLL paBHbIM
15, orpaHuMuMB KUX NepemMellleHre TeM e 0O0beKToM. Ecnu Bbl 3HaeTe TOUHOE MaKCUManbHoe
UMCNO NepexonoB, PEKOMEHAYETCA UCMNONb30BaTh €ro B KauecTBe 3HaueHuna TTL.

5.1.7

®unbTp IPV4

Bbl MoxeTe orpaHuMumnTb foCTyn K ntobomy IP-BuaeoyctporctBy Bosch ¢ nomoubio hyHKLMK
dunbtpa IPv4. Ounbtp IPv4 ncnonbadyeT 6aszoBble DyHKLMKM CO34aHUA NOACETU ANA 3a4aHWA 40
OBYX [OMYCTUMbIX AMana3oHoB IP-agpecoB. Kak ToNbKo AWana3oHbl 3agaHbl, (OUNbTP
orpaHuvuMBaeT [ocTyn ¢ nobbix IP-agpecos, He BXOAALWMX B AaHHbIe AUana3oHbl.

1. B Configuration Manager BbibepuTe xenaemoe yCTponcTBo.

2. Bbibepute Bknagky CeTb, 3ateM BbioepuTe IPv4-chunbtp.

md 0

Name 192.168.1.21 Device type  DINION IP dynamic 7000 HD
General Camera Recording Alarm VCA Interfaces Service
Network Access DynDNS Advanced Network Management Multicast Image Posting Accounts 1Pv4 F$Ef Enc
v IPv4 Filter

3ameuaHus!

[nAa ycnewHon HaCTPOMKK faHHOW PyHKLMK HeobXoanMo nMeTb Ba3oBoe NpeacTaBneHue o
dhopmMUpoBaHUM NOACETEN UNKU MMETb AOCTYN K KanbKynATOPY noacetel. BBog HEBEPHbIX
3HaAUEeHWM aNnA AaHHbIX MapamMeTPOB MOXET OrPaHUUUTb AOCTYMN K CAaMOMY YCTPOWCTBY, U AnA
BOCCTaHOBNEHMSA JOCTyNna notpebyercsa cOpoc A0 3aBOACKUX HACTPOEK.

3. [ns cospaHusa npaBuna unbTpa BBeAUTe ABa 3HaUEHUA:
-  Beepgute 6asoBbiN IP-agpec, COOTBETCTBYIOLWMM NPaBUy NOACETHU, KOTOPOE Bbl
cospaeTe.
BazoBbili IP-agpec ykasbiBaeT, Kakyto NoAceTb Bbl AoMNycKaeTe, U 06s3aTenbHO AOMKEH
BXOAMWTb B XKe€Naembli AManasoH.
- BBeauTte macky noacetu, Kotopas onpeaensaet IP-agpeca, ¢ KoTtopbiMu [P-
BUOEOYCTpOMCTBa OyayT Noadep>XnuBaTb CBA3b.
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aHHbIX WKTbI fOCTy ycTp |

B cnepytowem npumepe IP-appec 1 6bin BBegeH kak 192.168.1.20, a Macka 1 kak
255.255.255.240. TakMe napamMeTpbl orpaH1MuaT AOCTYM CO BCEX YCTPOMCTB, Nonagatowmx B
3afaHHbIM IP-gnanasoH ot 92.168.1.16 1o 192.168.1.31.

General Camera Recording Alarm VCA Interfaces Network Service

Network Access DynDNS Advanced Network Management Multicast Image Posting Accounts IPv4Filter Encryption
v IPv4 Filter

IP address 1 152.168.1.20

Mask 1 255 255 255 240

IP address 2 0000

Mask 2 0.000

Mpu ucnonb3oBaHnn PyHKUUKIPVA-cbUNbTP yCTPOMCTBA MOTYT CKaHMpPOBaTbcA C nomolbto RCP
+, HO AOCTYN K NapamMeTpam KOHMUIypauuu U BUAEO HEBO3MOXKEH Uepe3 KNMEHTOB, KOTOpble
HaxoOATCA BHe AMana3oHa paspelleHHbix IP-agpecoB. 3To BKNOUAET AOCTYN uepes Beb-
bpayaep.

Camo IP-BuaeoycTporcTBO He 065A3aTenbHO AOMKHO ObITb PACMONOXEHO B 4OMYCTUMOM
AuvanasoHe aapecos.

3ameuaHun!

CoBerT 0 6e3onacHoCTH AaHHbix N211

B 3aBUCHMOCTH OT ocobeHHOCTeN Ballen cUcTeMbl Ucnonb3oBaHKe yHKUUK IPv4-chunbtp
MOXET CHU3WUTb HeXenaTtenbHy BUAWMMOCTb YCTPOMCTB B CeTH. NpKu akTUBALKUKU 3TON DYHKLWUHK
0bfA3aTenbHO 3a0KYMEHTUPYMTE NapaMeTpbl ANA NOCNEAYIOLErO UCNOMb30BaHUA.

Obpatute BHUMAHWE, UTO AOCTYN K YCTPOWCTBY BCE eLle MOXHO ByAeT NonyunTb C MOMOLLbIO
IPv6, noatomMy Mcnonb3oBaHue unbTpa IPv4 MMeeT CMbICN TONbKO B CETAX, UCMONb3YHOLLMX
ncKknountensHo IPv4.

mud o

5.1.8 SNMP

Mpotokon SNMP (Simple Network Management Protocol, npoTokon npocToro ynpaBneHun

CeTAMM) — 3TO PACNpPOCTPAHEHHbIW MPOTOKON AN MOHUTOPWHIa paboyero COCTOAHUA CUCTEMBI.

Takan cuctema HabntogeHus obblUHO UMEET cepBep LEeHTPANIM30BaHHOMO yNpaBneHUs, KOTOPbIW

cobupaeT BCce AaHHble COBMECTUMbIX KOMMOHEHTOB U YCTPOMCTB CUCTEMBI.

SNMP obecneunBaeT ABa cnocoba nonyueHus cBefeHUM O COCTOAHUMU CUCTEMbI:

—  CepBep ynpaBreHWs CeTbO MOXET 3anpallmMBaTtbh AaHHble O COCTOAHWW YCTPOMCTBA C
nomoubto SNMP-3anpocos.

—  YcTpoWcTBa MOTYT aKTUBHO coobLLaTh cepBepy ynpaBneHUsa CETbIO O CBOEM COCTOAHUM
CUCTEeMbI B criyyae OLKWBKK UMK TPEBOXHbBIX COOBLITMI ¢ MOMOLLbLO oTnpaBki SNMP-
3anpocoB Ha SNMP-cepBep. Takue 3anpocbl JOMKHbI ObITb HACTPOEHBI BHYTPU YCTPOMCTBA.

SNMP Takke No3BoNAeT HacTpanBaTb HEKOTOPbIE NepeMeHHble BHYTPU YCTPOUCTB U
KOMMOHEHTOB.

CBepneHu1A, TUN COObLEHUI, NOOOEPXKUBAEMbIN YCTPOWCTBOM, M TUM 3aMpPOCOB, KOTOPbIE OHO
MOXEeT OTNpaBnATb, cogepkatca B 6ase nHpopmaunu ynpasneHma (Management Information
Base), Tak Ha3biBaemoM chaine MIB — cpaiine, noctaBnAeMoM B KOMM/EKTE C NPOAYKTOM B
LenAax NpocToTbl MHTErPaLUK B CUCTEMY CETEBOrO MOHUTOPMUHTA.

CyliecTtByeT TpM pasnuuHble Bepcuu npotokona SNMP:

-  SNMP Bepcumn 1
SNMP Bepcuun 1 (SNMPv1) — 370 nepBoHavanbHoe npumeHeHue npotokona SNMP. OH
LUMPOKO UCMNONb3YeTCA W CTan (aKTMUECKW CTaHAAPTHBIM MPOTOKONOM ANA KOHTPONA U
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yrnpaBneHusa CeTAMMU.
Ho SNMPv1 oka3sanca nog yrposow B CBA3M C OTCYTCTBMEM hyHKUMM BesonacHocTU. OH
MCMNoNb3yeT TONbKO "CTPOokM cooblyjecTBa"B KauecTBe Naponemn, KoTopble nepenaroTca
OTKPbITbIM TEKCTOM.

Takum obpasom, SNMPv1 cnenyet ucnonb3oBaTb TONbKO TOrAa, KOraa ecTb rapaHTuA, uto
ceTb (PM3MUECKM 3alliMLLEHA OT HECAaHKLMOHUPOBAHHOMO AOCTYyMa.

- SNMP Bepcumn 2

SNMP Bepcuu 2 (SNMPv2), noMMMO Npouero, BKNOUaEeT P yNyulleHun B obnacTm
6e30nacHOCTU U KOHMUOEHUMANBHOCTH, a TaKXKe BO3MOXHOCTb CO34aHWA MacCOBOro
3anpoca ansa ussneuyeHunsa 6onblioro obbema gaHHbIX MO ogHOMY 3anpocy. OgHako, ero
KOHUEeNuMA 6e30MacHOCTU CUMTAETCA CITMLLKOM CTOXHOM, UTO M BOCNPENATCTBOBANO €ro
NPUHATULO.

TaknMm obpasom, oH Obin BCKOpe BbiTecHeH Bepcuel SNMPv2c, cOOTBETCTBYIOLWEN BEPCUM
SNMPvV2, HO 6e3 npoTuBOpeuUnBOMN Moaenu be3onacHoCTH. ITa BEPCUA BO3BpaLlaeTca K
MeToAy, OCHOBaHHOMY Ha coobuectBe, ncnonbdyemomy B SNMPv1, 1 uMeeT aHanorMuHble
npobenbl B 6€30MacHOCTH.

- SNMP Bepcun 3

B SNMP Bepcuu 3 (SNMPv3) B ocHOBHOM AobaBneHbl yHKLMKU HE30MacHOCTU U
ynyulleHuA yganeHHon KoHdurypauum. OHW BKNtOUakoT B cebA ynyulleHus
KOH(UOEHUUANBHOCTM C UCNONb30BaHWEM WM POBAHUA NaKeTOB, LLeNOCTHOCTH
COOBLIEHUN Y NPOBEPKU MNOANTUHHOCTH.

OTa Bepcusa TakxKe pellaeT npobnemy KpynHomacwTabHoro npumeHeHua SNMP.

md 0

3ameuaHun!

CoBerT 0 6e3onacHocTu gaHHbix N212

Kak SNMPv1, Tak 1 SNMPv2c okasanucb nof yrpo3ow B CBA3KW C OTCYTCTBMEM B HUX (DYHKLMH
obecneueHunna 6esonacHocTU. OHM UCNOMNb3YIOT TONbKO «CTPOKK coobliecTBa» B KauecTse
naposnen, KoTopble NepeaaloTca B BUAE OTKPbITOro TEKCTA.

Taknm obpaszom, SNMPv1 nnu SNMPv2c cnenyeT ucnonb3oBaTb TONbKO Toraa, Korga ectb
rapaHTusA, YTo CeTb (PU3NUECKHM 3allMLLEHA OT HECAHKLMOHMPOBAHHOIO AOCTYyNa.

Ha cerogHAwHWM geHb kKaMepbl Bosch nogaoepxuneatoT Tonbko SNMPv1. Yoegutech, uto SNMP
OTK/MIOUEH, €CNU Bbl €0 He UCMONb3yeTe.

5.2

3awmeHHan BpeéMeHHaA OCHOBa

B npononHeHue K npoTokony BpemeHu u npotokony SNTP (oba npoTtokona sBnsTCA
He3allMLIEeHHbIMK), B BEPCUU MUKpoNporpaMmMbl 6.20 Obin BBEAEH TPETUN PEXUM KNHUEHTA
cepBepa BpeMeHW, UCMONb3YyoLWKWK NpoTokon TLS. 3TOT MeToA TakxKe LUMPOKO U3BECTEH KakK
TLS-Date.

B atom pexunme noboi nponsBonbHbi cepBep HTTPS MOXHO MCNoONb30BaTh Kak cCepBep
BpeMeHW. 3HaueHWe BpeMeHn onpeaensaeTca Kak NobouHbIM adhdekT npouecca KBUTUPOBAHKUA
HTTPS. MNepenaua gaHHbIX 3awmileHa TLS. JononHUTEeNbHbIM KOPHEBOW cepTUdUKaT Ans
cepBepa HTTPS MOXHO 3arpy3utb B XpaHWU/ULLE CEPTUDHUKATOB Kamepbl ANA NPOBEPKHU
NnoANMHHOCTKU cepBepa.
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aHHbIX WKTbI fOCTy ycTp |

[" General # ]

Identification Date format DD.MM.YYYY v
User Management Device date| Sunday |22 Sn 2017
[ DatefTime L] ]
- . Device time| 13 || 00 |: 13 Sync to PC
Display Stamping
GBIT 28181 Device time zone (UTC +1:00) Western & Central Europe v

v Web Interface

Daylightsavingtimem

v Camera pE)
Time server IP address | 192.168.0.2
w» Recording Ha
[  oOverwrite by DHCP
v Alarm J;L
w Interfaces ::: Time sernver type TLS protocol L 4
<, )
v HNetwork ﬂ Time protocol
¥ Service M SNTP protocol
Maintenance off
Licenses ' TLS protocol @l
3ameuaHun!

CoBeTt 0 6esonacHocTU gaHHbix N213
YbenuTechb, uto BBEAEHHbIN IP-agpec cepBepa BpeMeHW UMeeT CTabUNbHYHO U HaEXHYI0

mud 0

BpeMeHHyto baasy.

5.3 OGnauHble cepBUCHI

Bce IP-BugeoycTponctBa Bosch moryTt cBssbiBaTbcs ¢ ObnauHble cepBucbl Bosch. B
3aBMCMMOCTHM OT PernoHa pasmelleHns aTo no3sBonseT IP-eugeoyctporcTeam Bosch HanpaBnaTb
TPEBOXXHble COOBOLIEHUA U ApYrMe faHHble HA LEeHTPaNbHYH CTaHLMIO.
CyLlecTByeT TPU pexxnuma Ucnonb3oBaHMA O6nauHble CePBUCHI:
- Bkn.:
BWOEOYCTPOMCTBO NMOCTOAHHO MOAKMOUEHO K obnauHomy cepBepy.
—  ABTO (N0 yMONuaHuio):
BUIEOYyCTpPOMCTBa DyAyT NbiTaTbCA CBA3bIBATLCA C CEPBEPOM HECKONbBKO pas, B Cryyae
Heydauu NomnbITKK CBA3ATbCA C 0bnauHbIM cepBepom OyayT npeKkpalleHsbl.
- Bbikn.
OTNpaBKa 3anpocoB Ha 0ONauHbIM cepBep He BbINOMHAETCA.
ObnauHble cepBUCbI MOXHO NErKo OTKMIOUKTL ¢ nomMollblo Configuration Manager.
1. B Configuration Manager BbibepuTe xenaemoe yCTPOUCTBO.
2. Bbibepute Bknagky Cetb, 3aTeM BbloepuTe [JONONHUTENBHO.
3. OTKpowTe yacTb cTpaHulbl Ob6nauHble cepBUCHI.
4. B packpbiBatowemMca MeHto BbibepuTe Bbikn.
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Mame 132168121 Devicetype DINION IP dynamic 7000 HD URL reppi/s
General Camera Recording Alarm VCA Interfaces Service
Network Access DyrnDNS I Advanced || Network Mansgement Multicast ImagePosting | Accounts | IPvdFiller = Encryption

v Cloud-based services I

Made

v RTSP

md 0

3ameuaHun!

CoBerT 0 6e3onacHocTu gaHHbix N214

Ecnu Bbl Ucnonb3yete Ob6nauHble cepBUCbI Bosch, coxpaHuTe KOH(UIypaLuio Mo yMONUYaHuIo.
Bo Bcex apyrux cnyyanax yctaHoBWUTe pexxum ObBnauHble cepBUCHI B NONoXeHWe Bbikn.
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6 Mo

BbilLU€éHUe YPOBHA Ge3onacHocTH XPaHUNULLY

Xpanunuuwa iSCS| cnegyet ycTaHOBMUTb C 3allMLLLEHHOM MecTe. [oCTyn K 3allulieHHOM obnactu

nonxeH obecneunBaTbcA yepes CUCTeMy ynpaBneHnA 4OCTYNOM U KOHTponupoBaTtbcA. pynna

nonb3oBartenew, KOTOpaA MMeeT AO0CTYyN K UEHTPaNlbHOMY CEPBEPHOMY NMOMELLEHNIO, OOMKHA

ObITb OrpaHMueHa HeDOMbLWMM KONMMUECTBOM ML,

Tak Kak IP-kamepbl U kogepbl Bosch cnocobHbl ycTtaHaBnmBatb ceaHc iSCSI Hanpamyto ¢

auckom iSCSI 1 3anucbiBaTb BUAeOAaHHble Ha Auck iSCSI, yctponcTtea iSCSI gonKHbl ObITh

noaknoueHbl K Tor e cet LAN unu WAN, uto 1 nepudepuiHble yctpoincrtea Bosch.

Onsa

npenoTBpalieHnA HeCaHKUMOHUPOBAHHOIO AOCTYyMa K 3aNMCaHHbIM BUOEOAAHHbIM

ycTponcTea iSCSI 4onKHbl bbITh 3aluLieHbl OT HECAaHKLIMOHUPOBAHHOIO AoCTyna:

Mo ymonuaHuto ycTpornctea iSCSI npegoctaBnaoT BCeM MHULMaTopaMm iSCSI goctyn K
yctponcteam LUN iSCSI. Utobbl obecneunTb UCKNIOUMUTENbHbIM AOCTYN KOMMOHEHTOB
cucTeMbl ynpaeneHua Buaeo Bosch (kamepbl, kogepbl, paboune cTaHLMK U cepBepbl) K
yctponcteam LUN iSCSI, MOXHO OTKNtounTb conoctaBneHue LUN no ymonuaHuio.

UT0o0bl paspeLlnTb AOCTYN YCTPOWCTB K LeneBbiM ycTpoincteaM iSCSI| Bosch Video
Management System, knaccudpuumnpoBaHHble UMeHa iISCSI (IQN) Bcex KOMMNOHEHTOB B
Bosch Video Management System fonHbl 6biTb HACTPOEHbI Ha BCEX LeNeBbIX YCTPOMCTBAX
iSCSI. 910 TpebyeT ycunuit Bo BpeMs YCTaHOBKM, HO CBOAUT K MUHUMYMY PUCK yTpaThl,
YTEUKU WNKU NOAAENKU BUOEOAAHHbIX.

Mcnonb3ynTe NpoBepKy NOAMMHHOCTU C NoMOLLbio naponsa yepe3d CHAP gna obecneuenus
JocTyna K ueneBoMy yctponctBy iSCSI TONbKO ANfA U3BECTHbIX YCTPOMCTB. 3afailTe naponb
CHAP Ha ueneBom yctpoicTtBe iSCSI 1 BBEAWTE HACTPOEHHbINM Naponb B KOHMUIypauuto
VRM. Maponb CHAP gencteuteneH ana VRM v aBToMaTMUeCKK OTNpPaBNAeTCA Ha BCe
ycTponcTtea. Ecnun naponb CHAP ucnonb3syetcsa B cpege VRMBosch Video Management
System, BCce cUCTEMbI XpaHEHWA OOMKHbI UCMOMb30BaTh TOT XKe Naposb.

Ypanute Bce MMeHa Nonb3oBaTenei U Naponu no yMOMuyaHUIo C LLeNeBoro ycTpomcTea
iSCSI.

Mcnonb3yiTe HageXHbIM Naponb ANA YYETHOM 3anucKu agMUHUCTPaTopa LeneBoro
yctponcTtea iSCSI.

OTKNtOUMNTE OOCTYN agMUHKUCTPaTopa uepes telnet anAa ueneBbix ycTponcTB iSCSI;
MCMNONb3yMTe BMECTO 3TOrO AOCTYN uepe3d SSH.

3alnUTMTE KOHCOMNbHbBIM AOCTYN K LeneBomy ycTponctBy iSCSI ¢ noMoLLblo HAAEeXHOro
napons.

OTKNIOUKUTE HEUCTONBb3YEMblEe KapTbl CETEBOTO MHTepdeNca.

KoHTponupy#Te cocTofAHWE cUCTeMbl XpaHunuLy, iSCSI ¢ NOMOLLbIO CTOPOHHMX
WMHCTPYMEHTOB ANA BbIABNEHMA OLIMOOK.
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7.1.1

7.1.2

7.1.3

714

7.1.5

YcuneHue 6e3onacHOCTU cepBepoB
CepsBepbl Windows

Bce koMnoHeHTbl cepBepa, TakMe Kak Bosch VMSManagement Server u Video Recording
Manager [onXHbl ObITb pa3MelleHbl B 3allMLeHHOM MecTe. [locTyn K 3alumiueHHon obnacTm
[OMmKeH obecneumBaTtbca uepes cUCTeMy ynpaBneHWa OCTYNOM U KOHTPONMpoBaTtheA. [pynna
nonb3oBaTtenem, Kotopasa UMeeT JOCTYN K LeHTPanbHOMY CEPBEPHOMY MOMELLEHUIO, AOMKHA
ObITb OrpaHnueHa HeboNbLWMM KONMMUECTBOM UL,

Haxe ecnu obopynoBaHue cepBepa YCTAHOBNEHO B 3alMLLEHHOM MecTe, HEOOXOAUMO
obecneunTb ero 3aLuTy OT HECAHKLMOHWPOBAHHOIO JOCTyNa.

PekomeHAyeMble HAaCTPOUKU 0OOpyaoOBaHUA ONA CepBepoB

—  BIOS cepBepa no3BONAET ycTaHaBNMBaTb Naponu bonee HU3KOro ypoBHA.
3Tn naponu 3anpeLarT onpeaeneHHbIM NMuaM 3anyckarb KOMNbOTEP, 3anycKaTtb
NoAKtoUaeMble YCTPOMCTBA, a TakXe U3MeHATb napameTpbl BIOS vnu nHtepdenca UEFI
(eanHbIN pacliMpAeMbli MUKPONPOrpamMMHbIM MHTepdenc) bes paspelleHus.

- Bo uabexkaHue nepegaur gaHHbix cepsepy, nopTbl USB 1 CD / DVD-npuBoA AOMKHbI ObiTh
OTK/OUEHbI.
Takke HeobxoaMMO OTKNOUKUTL Hencrnonbdyemble NnopTol NIC 1 TakMe NopTbl ynpaBneHus,
Kak uHTepdernc HP ILO (HP Integrated Lights-Out); KOHCONbHbIE MOPTbI AOMKHbI ObITb
OTKMOUEHbI UMK 3aLUULLEHDBI NAPONAMM.

PekomeHAyeMble HACTPOUKU 6e30MacHOCTHU ANA onepaLuoOHHOW CUCTEMDbI
Windows

CepBepbl AomkeH bbiTb uacTbio fomeHa Windows.

Mpu nHTerpaumnun cepsepoB B AoMeH Windows nonb3oBaTtenu ceTu nonyyaroT paspelleHne Ha
AOCTyn yepes LI,eHTpaI'IbeIﬁ cepBep. Tak Kak aTu YUYeTHbl€ 3aNnnUCHU 4aCTO UMEIOT Tpe6OBaHVIF| K
HaAEeXHOCTU U CPOKY )J,ePICTBVIFl naponA, TakaAd MHTerpauna MOXXET NMNOBbICUTb YPOBEHDb
be3onacHoCTH Nno CpaBHEHUIO C MECTHbIMW YUYETHbIMU 3aNMMCAMU, KOTOPbIe HE UMEKT TaKUX
OorpaHUUeHun.

O6bHoBnenuna ana Windows

ObHoBneHuA nporpammHoro obecneuenuna Windows crnegyet perynapHo ycTaHaBnMBaTh U
oTcnexusaTtb. ObHoBneHna Windows uacto BKtouatoT B cebsa UcnpaBneHus ans HegaBHoO
obOHapy»keHHbIX NpobenoB B 6e30nacHOCTH, TaKUX Kak yA3BMMOCTb Heartbleed SSL,
3aTPOHYBLUAA MUMIMTMOHbBI KOMMbBIOTEPOB NO BCEMY MUPY. McnpaBneHnsa AnA Takux
3HauuTenbHbIX Npobnem cneayeT ycTaHaBNMBaTb.

YctaHoBKa aHTUBUpYCcHoro MO
YcTtaHoBuUTE AHTUBUPYCHOE N aHTULLUMKMOHCKOE MO u obecneubTe ero perynapHoe obHoBnEHME.

PekomeHAyeMble HACTPOWKHU ANA onepauuoHHoi cuctembl Windows

[nsa cepBepa c onepauuoHHon cuctemon Windows pekoMeHayeTca MCNoNb30oBaTh CleaytoLine
napamMeTpbl NOKanbHOW rPynnoBON NONUTUKU. [NA U3MEHEHUA NOKaNbHOM rpynnoBOW NONUTUKHK
Nno yMOMUaHWI0 UCMONb3yMTe peaaKTop NoKanbHOW rpynnoBoi nonutuku (LGP).

Bbl MoXeTe oTKpbITb pegaktop LGP ¢ noMoubio KOMaHAHOW CTPOKMW UMW UCMOMb3YyA KOHCONMb
ynpasneHusa Microsoft (MMC).

Utobbl OTKPbITb peaakTop LGP M3 KoMaHOHOM CTPOKMU:
» HaxwmuTe Myck, B none novcka Myck seeaute gpedit.msc 1 HaxmuTe Enter.
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Utobbl oTKpbITh pedaktop LGP kak BcTpauBaeMblit mogynbs MMC:

1. Haxwmute Myck, B none noucka Myck BBegMte mmc 1 HaXxKMUTe KnaBuwy Enter.

2. B pauanoroBom okHe pobaBneHusa U yaaneHUA BCTpaMBaeMbIX MoAynen HaxXmuTe
penakTop o6beKToB rpynnoBOi NONUTUKU U HAXKMUTE KHOMKY [06aBUTD.

3. B ananoroBom okHe BblbepuTe 06bEKT rpynnoBOW NONMUTUKKU HAXKMWUTE 0030p.

4. HaXmuTe KOMMNbIOTEP AN UBMEHEHUA 00beKTa NoKanbHOW FPYNnoBON MNONMUTUKK U
Ha)XMUTE KHOMKY Monb3oBaTenu 418 U3MEHEHMA OOBbEKTOB rPynnoBOM MONUTUKM
agMUHUCTpaTopa, He adMUHUCTpaTopa M Nonb3oBartens.

5.  Haxwmute FN'oToBO

7.1.6 AKTUBUPOBATb KOHTPONb YyUETHbIX 3aNucen Ha cepBepe

LCP -> koH(hpurypauua komnbiotepa -> napamerpbl Windows -> napameTtpbl 6e3onacHocCTH ->
nokKanbHasA NMONMUTUKA -> HAaCTPOUKHKU 6e30nNacHOCTH

KOHTPO/b YUETHbIX 3anMcen: pexxum ogo0peHnsa agMUHUCTPATOPOM ANA | AKTUBMPOBaAH
BCTPOEHHOM YUETHOM 3anncKh agMHUHUCTpaTopa

KOHTPONb yUeTHbIX 3anucemn: No3BoNuTb Npunoxenmnsam UlAccess OTKnNtOUEeH
3anpalwmBaTb paclunMpeHue npae goctyna 6e3 ncnonb3oBaHunA

b6esonacHoro pabouero crona

KOHTpO/b YUeTHbIX 3anMcel: 3anpoc Ha pacllMpeHne npaB 3anpoc paspelieHus
aAMWHUCTPATOPOM B pexnme ogobpeHusa aiMMHUCTPATOPOM

KOHTpO/b yUeTHbIX 3anMcel: 3anpoc Ha pacllMpeHne npas ans 3anpoc yueTHbIX
0bOblUHbIX NOMb30BaTenemn OaHHbIX B CUCTEME

H6esonacHoro
pabouero ctona

KOHTpONb yueTHbIX 3anucem: oOHapyXeHWe YCTAHOBKW MPUMOXKEHUN U | AKTUBMpPOBaH
3anpoc paclwKUpeHuna npas

KOHTPO/b YUETHbIX 3anMcen: pacluMpaATb NpaBa TONbKO AnA OTKNtOUEH
noAnuMCcaHHbIX U MPOBEPEHHbIX UCMONHAEMbIX (hannos

KOHTpO/b YUeTHbIX 3anMcen: BCe aAMUHUCTPATOPbl paboTatoT B pexume | AKTUBMPOBaAH
opobpeHna adMUHUCTPATOPOM

KOHTpO/b YUETHbIX 3anMcen: NepekntoueHne B pexmum besonacHoro AKTUBUPOBaAH
pabouero ctona npu BbINONHEHWM 3anpoca Ha pacluMpeHue npas

KOHTPONb yUeTHbIX 3anncemn: BUpTyanusaums ownbok 3anucu B hain u | AKTMUBMpPOBaH
peecTp B NoNb30BaTeNbCKOE PACNonoXeHne

LCP -> KOHdHUrypauua KomnbloTepa -> WabnoHbl aAAMUHUCTPATOpPa -> KOMNOHeHTbl Windows

-> UHTep(elC yueTHbIX AaHHbIX NONb30BaTeNA

HymepoBaTtb yueTHble 3aNnUcKh agMUHUCTpaTopa Npu pacmpeHnu npae | OTKNoUeH
7.1.7 OTKnueHUe aBTO3anycKa

LCP -> KOHUrypauusa Komnblotepa -> WabnoHbl aaMUHUCTPaTOpa -> KOMNOHeHTbl Windows

-> MONMUTUKA aBTO3anyckKa

OTKNOUNTbL aBTO3aMnycK

Bkntountb BCE AUCKU
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AaHHbIX

7.1.8

7.1.9

[To ymonuaHuto gna aBTo3anycka

dna)KoK yCTaHOBINEH,
He BbINONHATb
KOMaHbl
aBTo3anycka

OTKNIOUNTD aBTO3anycK anA HeagnCKOBbIX yCTpOVICTB

AKTUBMpPOBaH

BHewHHe ycTponucTea

LCP -> koHchurypauua KkomnbloTepa -> napametrpbl Windows -> napameTtpbl 6e3onacHoCcTH ->

nokanbHanA NMONMUTUKA -> HAaCTPOUKHK 6Ge3onacHOCTHU

YcTponcTBa: paspellnTb OTCTbIKOBKY 0e3 BbIMONHEeHWA BXoaa OTKNtOUeH
YcTponcTBa: pa3pelleHo popmaTMpoBaHue 1 U3BneUeHue AQMUHUCTPATOPDI
NMOAKMOUAEMbIX YCTPOWCTB

YcTponcTBa: He N03BONATb NONb30BaTeENAM yCTaHaBNMBaTb ApanBepbl AKTUBHUpPOBaH
npuHTEpa

YcTpowcTtBa: npenoctaBnATh goctyn kK CD-ROM Tonbko nonb3oBartenam, | AKTUBMPOBaH
BbINMOMHWBLUMM BXOA Ha MECTHOM YPOBHEe

YcTponcTBa: NpenoctaBnATb AOCTYN K AUCKETHOMY MPUBOAY TONbKO AKTUBHUpPOBaH
Nonb30BaTenaMm, BbIMOMHUBLUMM BXO4 HA MECTHOM YypPOBHE

KoHdurypauua HasHaueHUA npaB nonb3oBartens

LCP -> koHchurypauua komnbrotepa -> napameTpbl Windows -> napameTpbl 6e3onacHocTH ->

Ha3HaueHue npaB nonb3oBaTenA

[ocTyn K aMcneTuepy yyeTHbIX AaHHbIX B KQUECTBE HA[EXHOro
oneparopa

HukTo

[ocTyn K KOMNbIOTEPY UEPES CETb

[lpoBepeHHbIE NONb30BaTENU

[encTBoBaTh KakK yacTb onepaLnoHHON CUCTEMDbI HukTo
[NobaButb pabouune cTaHUUMK K AOMEHY HukTo
PaspelunTtb BXxoa uepes cny»bbl ynaneHHoro pabouero crona AOMUHUCTPATOPHI,

nonb3oBaTenu yaaneHHoro
pabouero ctona

ApxuBupoBaTb hannbl 1 KaTanoru AQMUHKUCTPATOPBI
MN3MeHUTb BpeMA cUcTeMbl AOMWHUCTPATOPLI
M3MeHUTb uacoBoOM NoAc AQMUHKUCTpaTOPHI,

NOoKanbHaA cny>|<6a

Co3zpgaTb haln cTpaHuLbl AQMWHKUCTPATOPbI
CospnaHue cumBonuueckoe obo3HaueHue obbekTa HukTO
Co3aaTb NOCTOAHHbIE COBMECTHO MCMOMb3yeMble 00beKTbl HukTo
OTnaguTb Nporpammbi HukTO

OrpaHnumnTb 4OCTYN K LaHHOMY KOMMbKOTEPY U3 CETH

AHOHWMHbBIW BXO4, FOCTb

3anpeTuTb BXOA B KaueCTBe NMaKeTHOro 3agaHunA

AHOHWMHbIW BXOf, FOCTb
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3anpeTuTb BXOA B KauecTBe CNy»0bl Hukto
3anpeTuTb NoKanbHbIM BXOA, AHOHWMHBIV BXOA, rOCTb
3anpeTuTb BXoA uepes cnyxbbl yaaneHHoro pabouero ctona AHOHUMHbBIN BXOA, FOCTb
PaspellnTb UCNONb30BaHWE KOMMbIOTEPA M YUETHbIX 3anncen HukTO
nonb3oBaTtenen ansa AenerMpoBaHms
MpuHyauTENbHO 3aBepLlaTh paboTy ¢ yaaneHHoro KomnbtoTepa | ADMUHUCTPATOPLI
CospaBaTb XypHanbl 6e3onacHoCcTH NokanbHana cnyxba, ceteBan
cny>xba
YBENWUUTD NPUOPUTET NNAHUPOBAHUA ALMUHUCTPATOPDI
3arpyxaTb Y yaanatb ApanBepbl YCTPOWCTB AOMWHUCTpaTOpPbI
YnpaBnATb XXypHanoM NpoBepoK M 6be3onacHoCTH ALMUHUCTPATOPDI
MN3MeHUTb MeTKy obbeKkTa HukTo
MN3MeHUTb 3HaueHUA cpefbl MUKPOMNPOrpamMmMbl ALLMUHUCTPATOPBLI
BbinonHATb 3aaaun Texobcny>KMBaHuWs yCTporcTBa ALMUHUCTPATOPbI
3aaaTtb napaMeTpbl eAUMHOro npotecca AOMWHUCTPaTOpPbI
3afatb napameTpbl NPOU3BOAUTENBHOCTU CUCTEMDI ALMUHUCTPATOPDI
OTKNOUNTb KOMMbBKOTEP OT YCTAHOBOYHOM CTaHLMMK AOMHWHUCTPaTOpPbI
BocctaHOBUTE thannbl U KaTanoru ALMUHUCTPATOPBbI
BbIkntounTb cUCTEMY ALMUHUCTPATOPbI
CHWHXPOHM3NPOBATb CNy)KeOHble AaHHble KaTanoros HukTO
MonyunTb KOHTPOMNb (PaMNoB U APYrHX 0ObEKTOB ALMUHUCTPATOPDI
7.1.10 JKpaHHaA 3acTaBKa
—  AKTMBMpOBATb 3alLMLLEHHYIO NApPONeM 3acTaBKy M ONpenenvTb BpemMa OXuaaHusA:
LCP -> koHdHurypauua nonb3oBaTtens -> WabnoHbl agMUHUCTPaATOpa -> NaHenb
ynpaBneHus -> NepcoHanu3auuna
AKTUBMPOBATb 3aCTaBKYy AKTUBMUPOBAH
3alWmTHUTb 3acTaBKy Naponem AKTUBMPOBaAH
Bpemsa oxupgaHua 3acTaBKu 1800 cekyHp,
7.1.11 AKTUBUPOBATb HAaCTPOMKHU TpeboBaHUM K Naponam

—  BknoueHue TpeboBaHWi K Naponsam obecneunt COOTBETCTBME Naponen nonb3oBatenem

MWHWUMalbHbIM Tpe6OBaHMHM

LCP -> napametpbl Windows -> MNapameTpbl 6e30MacHOCTH -> NONUTUKA YUETHbIX 3anucen ->

NONMUTUKA naponeﬁ

BecTu xypHan naponem

XpaHutb 10 nocnegHux naponew

MakcuManbHbIM CPOK AeWCTBUA Napons 90 aHewn

MUHUManbHbIM CPOK AENCTBMA Naponsa 1 neHb
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AaHHbIX

7.1.12

7.1.13

MuHUManbHaA AnvHa napons

10 cumBonoB

WwncpoBaHUA ANA BCcex Nonb3oBaTenen B JOMEHEe

Maponb AomKeH cooTBETCTBOBaTb TpeboBaHUAM AKTUBMPOBAH
CNOXHOCTH
XpaHWUTb Naponb C UCNONb30BaHWEM 0OpPaTUMOro OTKNtoueH

OTknounTb cnyxobl Windows, He obA3aTtenbHblie gnA PYHKLUOHUPOBaHUA
- OTkntoueHune cnyx6 Windows, He obsasatenbHbix Ans yHKLMOHUPOBaHUA, obecneunBaet
bonee BbICOKMI YpOBEHb HE30MaCHOCTU U CBOAUT K MMHUMYMY KOTMUECTBO TOUEK

BO3[ENCTBUA.

Cny>ba Wwnto3a Ha YpOBHE NMPUNOXKEHUA OTKnNtoueH
[Oucnetuep NpuUnoXxeHun OTKNtOUEH
bpaysep komnbtoTEpPaA OTKNtoueH
KnueHT oTcnexxnBaHWsa M3MEHUBLLUUXCA CBA3EN OTKNtoueH
OyHKUMA 0OHapy)KeHWs NocTaBLIMKa y3na OTKNtOUEH
dyHKUMA 0bHapy»keHUA pecypcoB nybnukaumm OTKNtoueH
[ocTtyn K ycTponcTBaM UHTepdelrca nonb3oBaTtens OTKNtOUEH
O6wmMh gocTyn K noaknoueHuto K MutepHety (ICS) OTKNOUEH
[Oucnetuep obHapy>KeHWs TONONOrMKU KaHanbHOro OTKNtoueH
YPOBHSA

MNaHWPOBLLKMK KNACcCOB MybTUMeANA OTKNtOUEH
ABTOHOMHbIe hannbl OTKNtOUeH
[Oucnetuep aBTOMaTUUECKUX MOAKMOUEHWHM yaaneHHoro | OTKNoueH
nocrtyna

[ucnetuep NofKntoueHWs yaaneHHoro octyna OTKNtoueH
MapLwpyTnsauma v yaaneHHblM 4OCTyn OTKNtoUEeH
ObHapy»xeHue obopynoBaHMsa 000ONOUKHM OTKnNtoueH
KOHCOMbHbIM MOMOLLHWK CNeluanbHOro ynpaBneHus OTKNtOUEH
ObHapy»xeHue SSDP OTKNtoueH
Ayono Windows OTKNoueH
KoMnoHoBLMK NpeaenbHbix 3HaueHnn ayano Windows | OTknoueH

YueTHble 3anNUcHU Nonb3oBaTenein onepayuoHHomn cuctembl Windows
YueTHble 3anucK nonb3oBaTtenemn onepaymoHHon cuctembl Windows AonxHbl ObiTb 3aLlMLLEHbI

CNOXHbIMUW NMaponAMHU.

CepBepbl 00bIUHO yNPaBNAKTCA U 0OCNY>KMBAKOTCA C MOMOLLbIO YUETHbIX 3anucen
aaMuHucTpatopa Windows, ybeauTtecb Uto yueTHble 3anncKh aaMUHKUCTPaTOpa 3allMLLEHbI

HaAeXHbIMW MaponamMu.

Maponu gomkHbl coaepXatb CUMBONbI U3 TPEX CNeAYHOLMX KaTeropumm:
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AaHHbIX

—  CuMBONblI BEPXHEro perncrpa eBponenckux Asbikos (OT A o Z, ¢ AUAKPUTUUECKUMHU
3HAKaMW, rpeyecKre 1 KWpPUNNMUecKkue CUMBONbI)

—  CHMBO/bI HUXXHETO PervcTpa eBponencKux A3bIKoB (0T a 40 Z, 3CLET, C AMAKPUTUUECKUMU
3HaKaMu, rpeyeckre U KUpPUNIMUecKkme CUMBObI)

— basosble 10 undp (o1 0 oo 9)

- He bykBeHHO-UMDpoBble cumBonbl: ~!@#$%*&* -+="[\(){}[1:;"'<>,.?/

- hobon cumeon Unicode, nonagarolmi B Kateroputo byKBEHHOro, HO He ABMALWMNCS
CUMBOJIOM BEPXHEr0 UMK HUXHEro peructpa. 7o BKAouaeT cumBonbl Unicode 13
a3MaTCKMUX A3bIKOB.

Mcnonb3oBaHWe BNOKMPOBKK yueTHOM 3anucy Windows ansa npenoTrBpalleHus ycrnelHblixX

NnonbITOK B3nomMa napons.

Windows8.1 basoBble pekoMeHaaLlmu besonacHocty 10/15/15:

- 10 HeygauHbIX NOMNbLITOK BXOAa

—  bnokupoBka 15 MUHYT

—  COpoc cueTumKkoB B TeueHne 15 MUHYT

LCP -> koHchburypauua komnblotepa -> napametpbl Windows -> napameTtpbl 6e3onacHoctu ->

NONUTUKA YYETHOM 3aNUCH -> NONUTUKA BNOKMPOBKHU YUETHOMU 3anucH

MpoaomKNTenbHOCTb BNIOKMPOBKK yUeTHOM 3anucKu | MpoaonnKUTenbHOCTb BNOKUMPOBKHU
YUETHOM 3anucu

YueTHanA 3anucb bnokunpyetcsa Ha 15 MUHYT B YueTHanA 3anucb bnokupyetcs Ha 15

cnyuae 10 HeygauHbIX NOMbITOK BXoAa MWHYT B cnyyae 10 HeyaauHbIX NOMbITOK
BXoda

Cbpoc cueTtunka BNOKMPOBKU uepes Cbpoc cueTunka BNOKMPOBKK Uepes

—  YbeguTecb, UTO Naponb CepBepa Mo yMONUYaHMIO U Mapob ONepaLnuoHHONW CUCTEMbI
Windows 3aMeHeHbl HOBbIMW HaZleXXHbIMUW NapPONAMM.

7.1.14 Bknouutb OpaHgomayap Ha cepBepe

»  Bknrountb cBA3b cTaHgapTHOro nopta Bosch VMS B cooTBeTcTBMM € nopTamu Bosch VMS.

mud 0

3ameuaHun!

CoBeTt 0 6e3onacHocTU pgaHHbix N215

CwMm. pokymeHTaumto Bosch VMSno yctaHOBKe M UCMONb30BaHMIO A8 NONyyeHUa Noapo0bHbIX
cBefeHWM 0 napamMeTpax COOTBETCTBYIOLMX MOPTOB U UX UCMONb30BaHMK. He 3abyabTe elle pas
NpoBepuTb NapameTpbl 0OHOBNEHUA MUKponporpaMmbl unu MO.
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8.1.1

8.1.2

8.1.3

8.14

YcuneHue 6e30nNacHOCTU KNUEHTOB
Pabouue ctanuuu Windows

HactonbHble onepaunoHHble cucteMbl Windows, ncnonb3ayemble AN KNTUEHTCKUX MPUNOXKEHUHN
Bosch VMS, takux kak Bosch VMS, Operator Client unu Configuration Client, yctaHaBnuBatoTcA
3a npegenamMu 3alliMlieHHoOro Mecra. Paboure cTaHUMK AOMKHbI OblTb YCUNEHbI AN 3alUMTbI
BUAEOAAHHbIX, JOKYMEHTOB U APYrMX NMPUNOXKEHUN OT HECAHKLMOHUPOBAHHOMO A0CTyna.
HeobxoanMMo NpUMEHUTb UMK NPOBEPUTb CNeayoLMe HaCTPONKH.

PekomeHayembie napameTpbl obopyaoBaHua pabouen ctaHuuu Windows

—  YcraHoBuTe naponb BIOS/ UEFI, uTobbl 3anpeTuTb 3anycK anbTepHATUBHbIX ONepaLMOHHbIX
cUcTeM.

- C uenbto NpegoTBpalleHua nepegaun gaHHbIX kKnueHTty USB-nopTol, a Takxke CD n DVD-
NpPUBOAbI LOMKHbI ObITb OTKNOUEHbI. Kpome Toro, Hencrnonb3dyemble noptol NIC Takxe
cnefyeT OTKNIOUMUTD.

PekomeHayeMble HACTPOUKU 6e30MacHOCTHU ANA ONnepaLuoOHHOW CUCTEMDbI
Windows
- Pabouas ctaHuuMa gonxHa bbiTb yactbto gomeHa Windows.
MHTerpauuna pabouen ctaHumm B fomeH Windows nMo3BONMUT LEHTPANM30BaHHO YNPaBnATb
napameTrpamu 6e3onacHoCTH.
- O6HoBneHus Windows
. CneauTe 3a nocnegHUMU UcnpaBneHnaMuU U obHosneHnamu MO Windows.
—  YcTaHoOBKa aHTMBHMpYycHoro MO
YcTaHOBUTE aHTUBUPYCHOE M aHTULINKHOHCKoe MO 1 perynApHo obHOBNANTE ero.

PekomeHayeMble HACTPOWKHU ANA onepauuoHHoin cuctembl Windows

[nsa cepBepa ¢ onepaunoHHon cuctemon Windows pekoMeHayeTca MCNOoNb30BaThb CneaytoLine
napamMmeTpbl NOKanbHOW rPynnoBON NOMUTUKKU. [NA M3MEHEHUA NOKaNbHOM rpynnoBOW NONUTUKHK
Nno yMOMUaHWI0 UCMONb3yMTe pedaKTop NoKanbHOW rpynnoBoi nonutuku (LGP).

Bbl MOXeTe oTKpbITb pegaktop LGP ¢ noMoubio KOMaHAHOW CTPOKMW MU UCMONb3YyA KOHCONMb
ynpasneHusa Microsoft (MMC).

Utobbl OTKPbITh peaakTop LGP M3 KoMaHOHOM CTPOKM:
»  HaxmuTe Myck, B none noucka Myck seeaunte gpedit.msc 1 Haxxmute Enter.

Utobbl oTKpbITh peaakTop LGP kak BcTpanBaemblit moaynb MMC:

1. Haxwmute Myck, B none noucka Myck BBegMte mmc U HaXKMUTe kKnasuuwy Enter.

2. B pavanoroBom okHe pobaBneHus U yaaneHUA BCTpauBaeMbIX MoAynen HaxmMmuTe
penakTop o6bLEeKTOB rpynnoBoH NOMUTUKU U HAXKMUTE KHOMKY A06aBUTB.

3. B avanoroBom okHe BblbepuTe 06bEKT rpynnoBoW MONMUTUKKU HAXXMKUTE 0030p.

4. HamuTe KOMNbIOTEP A8 U3MEHEHWA 00beKTA NOKANbHOW FPYNMoOBOM NOMUTUKK U
Ha)XMUTE KHOMKY NONb30BaTenu A8 U3MeHeHUA 0OBbeKTOB rpynmnoBOM MONUTUKM
aAMUHUCTpaTopa, He aAMUHUCTPaATOpPa U Nonb3oBaTens.

5. Haxwmute NotoBO

AKTMBUPOBATb KOHTPO/b YUETHbIX 3arNucei Ha cepBepe
LCP -> koHchurypauua komnbrotepa -> napameTpbl Windows -> napameTtpbl 6e3onacHocTH ->
nokanbHafA NONUTUKA -> HAaCTPOMKKU Ge3onacHOCTU
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AaHHbIX
KOHTpOnb yUYeTHbIX 3anncem: pexxum ofobpeHna agMUHUCTPATOPOM ANs | AKTMBMPOBAH
BCTPOEHHOM YUETHOM 3anucK aMUMHUCTpATOpa
KOHTpO/b yUeTHbIX 3anucen: No3BoNuTb Npunoxenusam UlAccess OTKNtoueH
3anpallmBaTtb pacliMpeHre npae foctyna 6e3 ucnonb3oBaHusA
6esonacHoro pabouero ctona
KOHTpOnb yueTHbIX 3anncem: 3anNpoc Ha pacluMpeHue npas 3anpoc paspelleHus
aAMUHUCTPATOPOM B pexnume ofobpeHnsa aoMUHUCTPATOPOM
KOHTpOnb yUeTHbIX 3anucem: 3anpoc Ha pacluMpeHue npae AnAa 3anpoc yueTHbIX
00bIUHbBIX MONb30BaTeENEN AaHHbIX B CUCTEME
H6esonacHoro
pabouero ctona
KOoHTponb yueTHbIX 3anucem: obHapyXeHWe YCTAHOBKU NPUNOXEHUNA U | AKTUBUPOBAH
3anpoc paclupeHuns npas
KOHTpONb yueTHbIX 3anncem: pacllMpATb NpasBa TONbKO ANA OTKNtoueH
noAnuMCcaHHbIX U MPOBEPEHHbIX UCMONHAEMbIX (dannoB
KOHTpOnb yueTHbIX 3anncem: BCe adMUHUCTPATOPbI paboTatoT B pexume | AKTMBUPOBAH
onobpeHua agMUHUCTPATOPOM
KOHTpOnb yUeTHbIX 3anncem: NepeKkntoueHrne B pexxmm 6esonacHoro AKTUBMPOBAH
pabouero ctona npu BbIMONHEHWKW 3aNpoca Ha pacluMpeHue npas
KOHTpOnb yuyeTHbIX 3anucen: BUpTyanm3auus olwrbok 3anuncu B pain U | AKTMBUPOBaH
peecTp B NOMb30BaTENbCKOE PACMONOXKEHHUE
LCP -> KoHdHUrypauusa KkomnbloTepa -> WabnoHbl aAMUHUCTPaTOpPa -> KOMNOHeHTbl Windows
-> UHTepdpelic yueTHbIX AaHHbIX NONb30BaTeNA
HymepoBatb yueTHble 3anucu adMUHUCTPATOpa NpUu paclnpeHuun npae | OTKAoueH
8.1.5 OTKnoueHne aBTo3anycka
LCP -> koHcbUrypauua KomnbloTepa -> WabnoHbl agMUHUCTPaTopa -> KomnoHeHTbl Windows
-> NONUTUKA aBTO3amnycka
OTKNIOUMUTbL aBTO3aNycK BkntounTb BCE AWUCKH
Mo ymonuaHuto Ans aBTo3anycka dna)KoK ycTaHOBIEH,
He BbINMONHATbL
KOMaHAbl
aBTo3anycka
OTKNIOUKTbL aBTO3aNyCK ANA HEAUCKOBbIX YCTPOMCTB AKTUBUPOBAH
8.1.6 BHewHHe ycTpoHcTBa

LCP -> koHchurypauua komnbrotepa -> napamerpbl Windows -> napameTtpbl 6e3onacHoCTH ->

NnokKanbHaA MONUTUKA -> HaCTpoﬁKM 6e3onacHoCTH

YCTpOﬁCTBa: pa3pewnTb OTCTbIKOBKY 6e3 BbINONHEHWA BXoada

OTKNoUeH

YcTponcTBa: paspelieHo hopmaTupoBaHue U U3BneyeHue
NnoaKNntUaembiX YCTPOUCTB

AOMUHUCTpATOPBLI
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8.1.7

YcTponcTBa: He NO3BOMATL NONb30BaTENAM yCTaHaBNUBAaTb AipavBepbl AKTMBMpPOBaH
npuHTEpPa

YcTponcTBa: npegoctaBnATb Aoctyn K CD-ROM Tonbko nonb3oBatenam, | AKTUBMPOBaH
BbIMOMHWBLUMM BXOA, HA MECTHOM YPOBHE

YcTponcTBa: NpefocTaBnATb AOCTYN K AMCKETHOMY MPUBOAY TONbKO AKTUBMPOBaH
nonb3oBaTenAM, BbIMOMHUBLUWMM BXO4 Ha MECTHOM YPOBHE

Koud)urypau,uﬂ Ha3HaUeHUA npaB nonb3oBaTenA

LCP -> koHchUrypauua komnbrotepa -> napameTpbl Windows -> napameTpbl 6€30nacHOCTH ->

Ha3HauYeHUue npaB nonb3oBaTenA

[ocTyn K gucneTuepy yueTHbIX JaHHbIX B KauecTBe HaeXHOoro
oneparopa

HukTO

JocTyn K KOMMNbloTEPY Uepes ceTb

[MpoBepeHHble Nonb3oBarTenu

[encTBoBaThb Kak yacTb onepaLnoHHON CUCTEMDbI HukTO
[Job6aBuTb paboumne CTaHUUU K JOMEHY HukTO
PaspelunTtb BXxoa uepes cnyxbbl ynaneHHoro pabouero crona AMWHUCTPATOPHI,

nonb3oBaTenu yaaneHHoro
pabouero ctona

ApxuBupoBaTb hannbl 1 KaTanoru AOMUHKUCTpaTOPbI
MN3MeHWUTb BpemMA CUCTEMDI ALMUHUCTPATOPBDI
M3MeHWTb UacoBoOM Nosc ALMUHUCTPATOPDI,

NOoKanbHaA cny>+<6a

CoszpaaTb thann cTpaHuLbl AaMuWHKUCTpaTOpPbI
CospaHue cumBonuueckoe obo3HaueHue obbeKkTa HukTO
Co3natb NOCTOAHHbIE COBMECTHO MCMOMNb3yeMble 00beKThI HukTO
OTnaguTb Nporpammbl HukTto

OrpaHnumnTb 4OCTYN K aHHOMY KOMMbKOTEPY U3 CETH

AHOHWMHbIW BXO4, FOCTb

3a|'|p6TVITb BXO[ B KayecCTBe NaKeTHOro 3agaHuA

AHOHWMHbBIW BXOfA, FOCTb

3al'lpeTVITb BXOA4 B KayecTBe CJ'Iy)K6bI

HukTO

3anpeTuTb NoKanbHbI M BXxop

AHOHWMHbBIW BXO4, FOCTb

3anpeTtuTb BXo4 uepes Cl'ly)K6bI yAoaneHHoro pa6ouero cTtona

AHOHWMHbIW BXO4, FOCTb

PaspelnTb MCNONb30BaHWE KOMMbIOTEPA U YUETHbIX 3annce HukTO
nonb3oBatenen Ansa AenerupoBaHua
MPUHYAMTENbHO 3aBepLIaTb PaboTy C yaaneHHOro KoMnbiotepa | ADMUHUCTPATOPbI

CospfaBaTb XypHanbl 6e3onacHocTH

NokanbHana cnyxba, ceTeBan
cnyxba

YBenuuuTb NPUOPUTET NNAHUPOBAHUA

AIMUHUCTPATOPbI

3arpyxartb ¥ yoansaTb ApantBepbl YCTPOUCTB

AOMWHKUCTPATOPbI
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YnpaBnAaTb XXypHanoM npoBepoK 1 6e3onacHoCTH AOMWHUCTpPaTOPbI
M3MeHUTb MeTKY 0ObekTa Hukto
MN3MeHUTb 3HaUEeHMA cpedbl MUKPONpPOrpaMmbl AOMWHUCTpaTOpPbI
BbinonHATb 3agaun TexobcnyXMBaHuUaA yCTPONCTBA AQMUHUCTPATOPDI
3agaTtb napaMeTpbl eAMHOro npotecca AOMWHUCTPATOPbI
3apaTtb napaMeTpbl NPOU3BOAUTENBHOCTH CUCTEMbI AOMUHUCTpaTOPbI
OTKNOUNTb KOMMbKOTEP OT YCTAHOBOYHOM CTaHLMK AOMUHKUCTPATOPbI
BoccTtaHoBWTb (hannbl U KaTanoru AOMWHUCTpaTOPbI
BbIKNOUNTL cUCTEMY AaMUHUCTPATOPSLI
CHMHXPOHU3NPOBATb CNy)KebHble JaHHble KaTanoros HukTo
MonyunTb KOHTPONb hannoB U APYrnux oO6bEKTOB AOMUHUCTpaTOPbI
8.1.8 dKpaHHaA 3acTaBKa
—  AKTMBMpPOBaTb 3alUULLEHHYIO NaponeM 3acTaBKy U OonpeaennTb BpemMsa OXUaaHusA:
LCP -> koH(hurypauua nonb3oBaTens -> WaOGNOHbl aAMUHUCTPATOpPa -> NaHeNb
ynpaBneHus -> NepcoHanus3auuna
AKTMBMpPOBAaTb 3aCTaBKy AKTMBUpPOBaH
3alluUTUTb 3aCTaBKy Naponem AKTUBWpPOBaH
Bpema oxupgaHua 3acTaBKu 1800 cekyHp,
8.1.9 AKTMBUpPOBaTb HAaCTPOMUKU TPeOOBaHUM K Maponam
- BkntoueHue TpeboBaHUM K NaponamM obecneumT COOTBETCTBME Naponen nonb3oBaTenem
MWHUMaNbHbIM TPebOBaHUAM
LCP -> napametpbl Windows -> MapameTpbl 6€30MacHOCTH -> NONUTUKA YUETHbIX 3anucen ->
NONUTUKA Naponew
BecTu »xypHan naponew XpaHuTb 10 nocnegHux naponen
MakcuManbHbIM CPOK AEWCTBUA Napons 90 gHen
MWHMManNbHbIA CPOK AENCTBUA Napons 1 geHb
MuHUManbHas AnvHa napons 10 cumBonoB
Maponb AOMKeH COOTBETCTBOBAaTb TpeboBaHUAM AKTUMBUpPOBaH
CINOXXHOCTH
XpaHuTb Naponb ¢ UCNoNb30oBaHWeEM obpaTtumoro OTKNtoueH
lWMbpoBaHUA ANs BCeX NOoNb3oBaTeNel B JOMEHe
8.1.10 Otknountb cnyx6bl Windows, He o6a3aTenbHble AnA GPYHKLLMOHUPOBAHUA

—  OtkntoueHue cnyxb Windows, He obsasaTenbHbix AnA yHKLUMOHUPOBaHUA, obecneurBaeT

b6onee BbICOKMWM YpPOBEHb 6e30MacHOCTU U CBOOMT K MWHUMYMY KOTMYECTBO TOUEK

BO3[ENCTBUA.

Cny>+<6a LNMKO3a Ha YPOBHE NPUNTOXXEHUA

OTKNoueH

Bosch Sicherheitssysteme GmbH

2017.07 |V 1.0 | DOC




40 ru | Ycunenue 6€30MacHOCTH KMEHTOB

PykoBoacTtBo Bosch no 6esonacHoctu IP-Bugeo 1
JaHHbIX

8.1.11

[Oucnetuep NpPUNoXeHUN OTKNtoueH
bpaysep komnbtoTepa OTKNoueH
KNWeHT oTcnexXnuBaHWUA U3MEHWUBLUMXCA CBA3EWN OTKntoueH
dyHKUMA 0OHapy>KeHWUA NocTaBLMKaA y3na OTKnNtoueH
DyHKLMA 0bHapy>keHUA pecypcoB nybnukaymm OTKNtoueH
[ocTyn K ycTpoicTBam MHTepdenca nonb3oBatens OTKntoueH
O6WKM foocTyn K noakntoueHuto kK MutepHety (ICS) OTKNtOUeH
Oucnetuep obHapy»KeHUA TONONOTMKU KaHanbHOro OTKntoueH
YPOBHA

MnaHWpPOBLLMK KNAcCOB MynbTUMeaua OTKntoueH
ABTOHOMHbIE hannbl OTKNtOUEH

[Oucnetuep aBTOMATUUECKUX NOAKMIOUEHWH yoaneHHoro |[OTKknoueH

poctyna

[Oucnetuep NogKNOUEeHWA yaaneHHoro octyna OTKNtoUeH
MapLwpyTMsaumsa 1 yganeHHbli JOCTynN OTKNtOUEH
O6HapyxeHHe obopygoBaHMA obonouku OTKNOUEH
KOHCONbHbIM MOMOLWHWK CNelranbHOro ynpaBneHus OTKNtoUeH
O6HapyxeHne SSDP OTKNtOUEH
Ayamno Windows OTKNtoueH

KoMnoHOBLUKMK NpeaenbHbix 3HaueHni ayano Windows | OTknoueH

YueTHble 3anucu nonb3oBaTenen onepayuoHHon cucrembl Windows
YueTHble 3anuWcK nonb3oBaTtenen onepaumoHHon cuctembl Windows gonkHbl ObiTb 3aLLUMLLEHDI
CNOXHbIMUW MapoOnAMHU.

CepBepbl 0ObIUHO YyNPABAATCA M 0OCNYXMBAKTCA C MOMOLLbIO YUETHbIX 3anucen
agMuHucTpaTtopa Windows, yoeauTech UTo yueTHble 3anucy agMUHKUCTPaTOpa 3allMLLEHbI
HaAEeXHbIMW NaponAMMU.

[Taponu goMmKHbI cogep»KaTtb CUMBONbI U3 TPEX CNeAYHOLMX KaTeFOpMﬁ:

CHMBONbl BEPXHEro pernucrpa eBponemncknx Aabikos (OT A 1o Z, ¢ AMAKPUTUUECKUMU
3HaKaMW, rpeyecKkne U KUPUNIMUecKnue CUMBONbI)

CHUMBOIbl HUXXHETO PerMcTpa eBponencKUX A3bIKOB (0T a A0 Z, 3CLET, C AMaKPUTUUECKUMU
3HaKaMW, rpeyeckre U KMpUNIMuyeckne CUMBONbI)

baszosbie 10 undp (ot 0 Ao 9)

He bykBeHHO-UMPpPOBble cuMBONbl: ~!@#$%"&* -+="|\(){}[1:;"'<>,.?/

NMiobon cumeon Unicode, nonagatowmni B KaTeropuo OyKBeHHOro, HO He ABNAOLMMCA
CUMBO/IOM BEPXHEro UMW HWXKHEro peructpa. 9T1o BKktouvaet cumBonbl Unicode ua
a3MaTCKUX A3bIKOB.

Mcnonb3oBaHue 6GNOKUMPOBKK yueTHoM 3anmvck Windows ana npegoTtBpalleHmns yCrneLwHbiX
NonbITOK B3/10Ma Napons.
Windows8.1 ba3oBble pekoMeHaalmu besonacHoctn 10/15/15:

2017.07 |V 1.0 | DOC

Bosch Sicherheitssysteme GmbH



PykoBoacTtBo Bosch no 6esonacHoctu IP-Bugeo 1

YcuneHue 6esonacHocTH KnuenTos | ru 41
OaHHbIX

- 10 HeygauHbIX NOMNbLITOK BXOAa

—  bnokupoBka 15 MUHYT

—  COpoc cueTumKkoB B TeueHune 15 MUHYT

LCP -> koHpurypauua komnbrotepa -> napamerpbl Windows -> napameTtpbl 6e3onacHocTH ->
NMONUTUKA YYETHOM 3aNUCH -> NONUTUKA BNOKMPOBKHU YUETHOM 3anuUCH

MpogomKUTENBHOCTL BNOKUMPOBKK YUETHOM 3anucK | MpoaomKUTENbHOCTb BNOKMPOBKHU
YUYETHOM 3anucu

YueTHanA 3anucb bnokupyetca Ha 15 MUHYT B YueTHaA 3anucb bnokupyetcs Ha 15
cnyuae 10 HeygauHbIX MOMNbITOK BXOA4A MMWHYT B cnyyae 10 HeyaauHbIX MOMbITOK
BXoAa

Cbpoc cueTtunka BNOKMPOBKK uepes Cbpoc cueTunka BNOKMPOBKK Uepes

—  YbeguTtech, uto Naponb cepBepa Mo YMONUAHUIO U Mapob ONepalMoHHON CUCTEMBI
Windows 3aMeHeHbl HOBbIMW HaZleXXHbIMU NAPONAMM.

- OTKNouMTE HEWCMONb3YEMble yUeTHble 3anncK onepaunoHHomn cuctembl Windows.

—  OTKNtouuTe yaaneHHbIM 4OCTYN K paboueMy CTONy KNMEHTCKOW pabouen cTaHUMM.

—  3anyckaunTte pabouyto cTaHuuMio 6e3 npaB agMUHKUCTPaTOpa B Liensax U3bexxaHusa U3MeHeHUs
napamMeTpoB CUCTEMbl CTaHAAPTHbIM NMOMb30BaTENEM.

8.1.12 AKTUBUpPYITE OpaHaMay3p Ha pabouel cTaHLUKU
» Bknwountb cBA3b cTaHgapTHOro nopta Bosch VMS B cooTBeTcTBMM € nopTamu Bosch VMS.

3ameuaHun!

CoseT 0 6e3onacHocTu gaHHbIX N216

CMm. nokyMeHTaumto Bosch VMSno yctaHOBKe M UCMONb30BaHWIO ANA NONyYeHWUs NoapPoOHbIX
cBeAeHWM 0 NapaMeTpax COOTBETCTBYIOLLMX MOPTOB M UX UCNONb30BaHKK. He 3abyabTe elle pas
NpPOBepPMUTb NapameTpbl 0OOHOBNEHUA MUKponporpamMmmbl unu MO.

mud 0
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9

9.1

9.2

3awuTa AocTyna K CeTu

B HacToALMIN MOMEHT MHOTMEe Manble U cpedHue cucTeMbl IP-BuaeoHabniogeHmsa pasMmelleHbl B
CYLLECTBYIOLLEN CETEBOM MHPPACTPYKTYPE KNUEHTOB KakK «ouepenHoe UT-NpunoxxeHuer.
HecmoTpA Ha nperMyLlecTBa B OTHOWEHWU LieHbl U OBCNYXMBaHWA, TAaKOM TUMN pa3MelleHus
TakXxe noABepraeT CUCTEMY HeXenaTeNnbHbIM Yyrpo3am, B TOM UMCNe BHYTPpeHHUM. Heobxoanmo
NPUHATb COOTBETCTBYIOLLME Mepbl U n3beratb CUTyauui, Korga Buaeo3annchb cobbiTus nonagaet
B MIHTepHET Unu couranbHble ceTU. Takne CUTyalnn MOTyT He TOMbKO HapyLMUTb
KOH(UOEHUWANBHOCTb, HO U B MOTEHLMaNe HaHeCcTU Bped KOMMaHWM.

CyliecTByeT Be OCHOBHblE TEXHONOIMKU CO34aHunA CceTu-B-ceTH. KakaAa MMeHHo OyaeT BbiOpaHa
co3patensamu UT-MHGpPaCTPYKTYpbl BO MHOMOM 3aBUCHT OT CyLLECTBYHOLLEN CETEBOM
MHDPACTPYKTYpPbl, UMeoLLLErocsa ceTeBoro obopynoBaHua 1 TpebyeMbiX BO3MOXHOCTEN U
TOMOMOTMUK CETH.

VLAN: BuptyanbHana cetb LAN

BuptyanbHasa cetb LAN cospaetca nytem pasgeneHusa LAN Ha HECKOMbKO CErMEHTOB.
CermeHTaLmA CeTH OCYLLECTBNAETCA C MOMOLLbIO KOH(UIypaLKUK CETEBOrO KOMMyTaTopa Mnu
poytepa. VLAN nmeeT cneaytollee npenMyLLLeCTBO : MOTPEOHOCTU B pecypcax MoryT ObiTb
YAOBNEeTBOpPEHbl 63 U3MEHEHWM B CETEBbLIX NMOAKMIOUEHUAX YCTPOMCTBA.

KauectBO cxem obcnyKMBaHWA, MPUMEHAEMbIX K KOHKPETHbIX CErMeHTaM, HanpumMep, AnA
BUAeOHabntoAeHWA, MOXET NOBbLICUTb HE TONbKO YypOBEeHb HE30MacHOCTH, HO U
NPOM3BOAUTENBHOCTH.

Cetn VLAN BHegpAtoTCA Ha KaHanbHOM ypoBHe ceTu (ypoBeHb OSI 2) 1 obecneuunsatoT
aHanoruio cosgaHuto IP-noaceteit (cm. HasnaueHue IP-adpecos, CTpaHula 7) Ha YPOBHE CeTU
(ypoBeHb OSI 3).

VPN: BupTyanbHasa yacTHaA ceTb

BupTyanbHas yacTHas ceTb — 3TO OTAenbHasA (UacTHanA) ceTb, KOTOpasA YUacTo OCHOBbIBAETCA Ha
HECKONbKWX 00LEeCTBEHHbIX CETAX MNK MHTepHeTe. CyllecTBYeT MHOXECTBO MPOTOKOMNOB ANA
co3pnaHuAa VPN, koTopas obbluHO npeactaBniseT cobow TOHHENb, MO KOTOPOMY NepeMeLLatoTcA
3allMLIEeHHble AaHHble. BUpTyanbHble UaCTHble CETM MOXHO CO3[4aTb B BUAE ABYXTOUEUHbIX
TYHHENnemn, BCeobLIMX NOAKMOUEHUN UTKM MHOTOMOPTOBbIX NoakntoueHui. Cetb VPN MoxeT bbiTb
pa3BepHyTa C LWMEPOBAHHOW CBA3b MKW MPOCTO UCMONb30BaTh be3onacHoe coeguHeHWe B
pamkax camon VPN.

VPN MO>eT MCnonb30BaTbCA ANA NOAKMNIOUEHUA K yaaneHHbIM caiTaM uepes NoaKnoueHus
rnobanbHoi cetn (WAN), HO Npu 3TOM Takxe obecneunBatb KOHMPUAEHLMANTBHOCTb U MOBbILWATb
ypoBeHb besonacHocTn nokanbHoi cetu (LAN). MockonbKy BMpTyanbHasa yacTHasa CeTb
[eNCTBYeT KaK OTAeNbHas CeTb, BCe YCTPOMUCTBa, AobaBneHHble K VPN, byayT paboTtaTtb rnaako,
Kak ecnu bbl OHM ObinK yacTbto 06bIUHOM ceTu. VPN He Tonbko obecneunBaeT AOMNOMHUTENbHbIN
YPOBEHb 3alLWUThl AN CUCTEMbI HADMOAEHUA, HO U NpeanaraeT AONONHUTENbHOE NPEUMYLLIECTBO
cermeHTaumu brsaHec-gaHHbIX MPOU3BOACTBEHHON CETU U BUAEOAAHHbIX.

md 0

3ameuaHus!

CoBerT 0 6e3onacHoCTH gaHHbix N217

Ecnu 310 npumeHnmo, VPN unu VLAN noBbiwatoT ypoBeHb 6e30MacHOCTU CUCTEMBbI
BMAeoHabnoaeHus B cyllecTBytollen MT-uHdpacTpyKType.
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9.3

9.4

MOMMMO 3allmnTbl CUCTEMbI OT HECaHKLIMOHWPOBAHHOrO JOCTYNa B COBMECTHO MCnonbayemon UT-
UHPACTPYKTYpe, HEODXOAMMO yaeNnuTb BHUMaHWE TOMY, KTO MMeeT NnpaBo NOAKNUaTheA K
3TOW ceTu BooOLLe.

OTKknoueHue Heucnonb3yeMbiX NOPTOB KOMMYTAaTOpPOB

OTKNtoUeHWe HEUCNONb3YEMbIX CETEBbIX MOPTOB 0becneurBaeT HEBO3MOXHOCTb AOCTyNa K CeTu
HECAHKLUMOHWPOBAHHbIX YCTPOMCTB. DTO CHUXKAET PUCK UbUX-TMOO MOMBITOK MOMNYUMUTb AOCTYN K
nofacety 6e3onacHOCTH C NOMOLLbIO NMOAKMOUEHUSA CBOErO YCTPOMCTBA K KOMMYTATOPY UMK
HEeWcnonb3yeMomy ceTeBOMY pasdbemMy. BO3MOXHOCTb OTKNOUEHUA KOHKPETHbIX NOPTOB
ABNAETCA CTaHOAAPTHLIM PelleHMeM AN ynpaBiaeMblX KOMMYTaTOPOB, HU3KO3aTPaTHbIM U
noaxoAsLWwuM ANA KOPropaTMBHONO NPUMEHEHMHS.

802. 1 x 3awMLLEHHbIEe CeTH

Bce IP-BugeoyctpoicTtBa Bosch MoXxHO HacTpouTb Kak knueHTbl 802.1x 3Ta BO3MOXKHOCTb
NO3BONAET UM NPOXOAUTb NPOBEPKY NOANMHHOCTKU ANA nogkntoueHua K cepsepy RADIUS u
yyacTua B 3aliMLLeHHOM ceTu. lNpexae ueM pasmellaTb BUOEOYCTPOMCTBa B 6e30MacHOM ceTu,
BaM noTpebyeTca npAMoe NoAKNUEeHWe K BUOEOYCTPOMCTBY C HOYyTOYKa cneumnanucta
TeXHUUECKOMN noaaep KKy AnA BBOAA YUETHbIX AAHHbIX, KaK YKa3aHO HUXe.

CepBuchbl 802.1x MOXXHO Nerko HacTpouTtb ¢ nomouybto Configuration Manager.
1. B Configuration Manager BbibepuTe Xenaemoe ycTponcTBO.
2. Bbibepute Bknagky Cetb, 3ateM BblibepuTe [JONONHUTENBHO

Name 192.168.1.50 Devicetype  DINION IP dynamic 7000 HD

General Camera Recording Alarm VCA Interfaces Network Service
Network Access DynDNS Advanced Network Management Multicast Image Posting Accounts IPv4

3. OTKpoMTe uacTb cTpaHuubl 802.1x.

4. B packpbliBatowemca cnucke 802.1x Bbibepurte Bkn.

5. BBeguTe nencrtBuTeNnbHbIM YaocToBepeHue U Maponb.

6. CoxpaHWTe U3MEHEHMUSA.

7. OTKNOUUTE U Pa3MecTUTe YCTPOMCTBA B 3aLLMLLEHHON CETH.

mud 0

3ameuaHun!

Cam no cebe 802.1x He obecneunBaeT besonacHoe coeAMHeEHWEe Mexay 3anpallMBaoLWmm
YCTPOWCTBOM W CEPBEPOM MPOBEPKU NMOANUHHOCTH.

B pesynbrate MMA Nonb3oBaTensa U naponb MOryT ObITb «yKpaaeHbl» U3 ceTh. 802.1x moxeT
ncrnonb3oBaTb EAP-TLS gna obecneueHns besonacHom cBA3w.

9.4.1

PacwupaeMbli NPOTOKON NPOBEPKU NOANMUHHOCTU — 6e30nacHOCTb
TPAHCNOPTHOrNO YPOBHA

Paclwupaemblit NpoTokon npoBepku nognuHHoctn (EAP) obecrneunBaeT noaaep)KKy HECKONbKUX
MeToA0B NMPOBEPKM MOANUHHOCTU. Be3donacHOoCTb TpaHCcnopTHOro ypoBHs (TLS) obecneunBaet
B3aMMHYIO NPOBEPKY NOANMHHOCTH, COrNacoBaHMe ¢ LeNnoCTHO-3alM LLeHHbIM HabopoMm
WKPPOB M OOMEH KNtouamMu Mexay ABYMA KOHeUHbIMKW Toukamu. EAP-TLS nogaep»xuBaet
B3aWUMHYIO MPOBEPKY MOAMUHHOCTU CEPTUCUKATOB U (DOPMUPOBaAHKUE KNtouen. [pyrumu
cnoBamu, EAP-TLS BKkntouaeT npouecc, B KOTOPOM U CEPBEP, U KNMEHT OTNPaBNALOT APYr APYry
cepTugmKar.
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3ameuaHun!
CoBert 0 6esonacHocTU pgaHHbIx N218
ObpatuTtech K crieunanbHOM TeXxHUUeckorn benon kHure «MpoBepka nognnHHocTH cetn — 802.1x

— obecneueHne 6e30NacHOCTM ceTeBOM nNepudeprn», AOCTYMHOM B Katanore npoaykumMm Bosch
Security Systems no ccoinke:

http://resource.boschsecurity.com/documents/WP_802.1x_Special_enUS_22335867275.pdf.
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10

10.1

YctaHOoBneHue AOBepUA C NOMOLLbIO cepTUcuKaToB

Bce IP-kamepbl Bosch ¢ Bepcuelnt mukponporpammbl 6.10 nnu bonee nosgHen UCNONb3yHOT
XpaHunuiie cepTudUKaToB, KOTOPOE MOXHO HaWTK B MeHt0 ObBcny>xuBaHue KOoHUrypaLmnm
Kamepbl.

KOHKpeTHble cepTUdHnKaTbl CEPBEPOB, CEPTUDMKATLI KNTMEHTOB U OBEPEHHbIE CEPTUdDUKATI
MOryT ObiTb 4ODOaBNEHbI B XpaHUHULLE.

Uto0bl 400aBUTb CEPTUGUKAT B XPaHUHLLE:

1. Ha Beb-cTpaHuue ycTponcTBa nepenanTte Ha cTpaHuly KoHdurypauums.

2 Bbibepute meHtio ObcnyxuBaHue v noaMeHo CepTuduKkarbl.

3. B pasgene Cnucok daitnos BbibepuTte Jlo6aBUTD.

4. 3arpyauTe Xenaemble cepTUdUKaTbI.

Mocne 3aBeplLUeHWsA 3arpy3Kun cepTuduKaTbl oTobpaxkatotca B pasgene CnUcok
WUCMONb30BaHMUA.

B pasnene Cnucok ucnonb3oBaHUA BblibepuTe xenaeMblil cepTUdUKaT.

6. [ns akTMBauUWK UCMNONb30BaHWA CePTUPMKATOB Kamepy HeobXoanmo nepesarpysuTb. OnA

o

nepesarpysku Kamepbl HaXXMUTE YCTAaHOBUTb.

=) |ive I Playback

» General #
» Web Interface =
» Camera »E) Usage Centificates
» Recording HH HTTPS senver DefaultHttps ServerCertificate v
» Alarm Q EAP-TLS client camb2 v
» Interfaces }H
b Mation ®ﬂ Usage Trusted certificates
[ v Service 1] EAP-TLS trusted ca-pkioz v -

Maintenance “
Licenses
[ Certificates

System Overview Name Type Key Common name
DefaultHttps ServerCertificate Certificate ) localmyboschcam.net i a
camb2 Certificate ‘:, camb2 i
ca-pki02 Trusted certificate —  oltest-PKI02-CA jﬁ

PucyHok 10.1: Mpumep: ceprudukatol EAP/TLS xpaHaTca B kamepe Bosch c Bepcueit Mukponporpammbli
6.11.

XpaHuTtca B bezonacHom mecte (Mmoaynb TPM)

Kntoun xpaHATCA B uMne, aHanorMuHoM UCMonb3yeMOMY B KPUNTOMUKPOMNPOLECCopax, TakKe
Ha3blBaeMOM «[JOBEPEHHbIV NNaTOPMEHHbIM MOAYNb» UMK KPaTKo Modynb TPM. 3TOT uun
BbICTyMaeT B KauecTBe cerda AN BaXXHENLWUX AaHHbIX; OH 3allMLLaeT cepTUdmKaTtbl, Maponu,
NULEH3UU U T.4. OT HECAHKLMOHUMPOBAHHOIO AOCTYNa, AaXe eCNKU Kamepa nogBepraetca
(h13MUECKOMY BCKPbLITUIO C LieNbto NMonyyeHuaA JocTyna.
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CepTUdHKaTbl MPUHUMaOTCA B hopmaTte *.pem, *.cer unu *.crt 1 4OMKHbI OblTb 3aKOAUPOBAHbI
B Base64. MIx MOXHO 3arpy3suTb eauHbiM hannomM Unu pasgenntb Ha dannbl cepTUUKATOB U
KMOUern 1 3arpysuntb B 3TOM NOPALKE KaK OTAeNbHble halnbl ANA nNocnenyroLlero
aBTOMAaTMUECKOro obbeguHEeHUs.

HauuHas c Bepcuu MuKponporpammbl 6.20, Nogaep>XMBarOTCA YaCTHble 3allMLLEHHbIE MAapPOoneMm
Knoun PKCS#8 (lundpoBaHHble ¢ nomoubio AES), KoTopble A0MKHbI ObiTh 3arpy»eHbl B
dopmaTe *.pem U 3aKkoanpoBaHbl B Base64.

10.2 Ceptuchukartbl TLS

Bce BupgeoycTpoictea Bosch ¢ Bepcuen MukponporpamMmbl 4o 6.1 noctaBnsawoTcA C
npeaycTaHoBNEHHbIM cepTUdMKaToM TLS M UacTHbIM KNHOUOM, KOTOPbIM UCMNONb3yeTca ANA
cBA3n HTTPSaBToMatuueckn. CepTUdHKaT MO YMONUAHWUIO U KNtoU NpeAHa3HaueHbl
UCKMIOUMTENDBHO ANA LeNnei TeCTUPOBaHUA, TaK KaK BCe YCTPOMCTBA NOCTaBNAKTCA C OOHUM U
TEM e CEePTURUKATOM MO YMOMUAHUIO.

HauunHas c Bepcuu mukponporpammbl 6.20, npu HeobxogmMmocTu anAa nogknioueHun HTTPS
aBTOMaTMUECKW CO30AETCA YHWUKANbHbIV ANA YCTPOMCTBA CaMO3aBepPAOLLMI cepTUdMKaT,
obecneunBaloLLMi YHUKANbHYIO NPOBEPKY MNOAMUHHOCTU. [JaHHbIA cCaMO3aBepAOLLUM
cepTUUKaAT MOXHO BPYUHY OBHOBWTb, MPOCTO yaanmB ero. YCTPOMCTBO CaMOCTOATENbHO
CO3/1acCT HOBbIW CepTUUKAT, KaK TONbKO 3TO NoTpebyeTcs.

Ecnu ycTpoicTBa pa3melllieHbl B cpeae, rae AnA NpoBepKU NOANMMHHOCTU KaXKAoro OTAeNbHOro
IP-BMaeoycTponcTBa TPebyoTCA AONONHUTENbHbIE 3Tambl, HOBblEe CEPTUMMKATbLI U UACTHbIE
KMOUKM MOTYT ObITb CO3[aHbl U 3arpy>KeHbl Ha 3TW BUOEOYCTPOMCTBA. HoBble cepTUdMKaThbI
MO>HO MOMYUMTb Y OpraHa cepTuduKaLMn UNK UX MOXKHO COo3[aTb, HanpUMep, C MOMOLLIbIO
KOMIM/IeKTa MHCTPYMeHTOB Ansa pabotbl ¢ OpenSSL.

10.2.1 Beb6-cTpaHuua ycTpoicTBa
CepTUdUKaTbl MOXXHO 3arpy3uTb C MCNONb30BaHMEM BeD-CTpaHMWLbl BUAEOYCTPOMCTBA.
Ha ctpaHuue CepTudMkaTbl MOXHO yaansaTb U 000aBNATb HOBble CEPTUMUKATDI, a TaKXKe
3aaBaTb NapamMeTpbl UX MCMNONb30BaHUA.

CmMm. Takxke
—  YcraHoBneHue 0oBepus C NOMOLLbIO cepTughmukatoB, CTpaHmua 45

10.2.2 Configuration Manager

B Configuration Manager cepTuduKaTbl MOXHO NErKo 3arpy»katb Ha OTAeNbHble YCTPOMCTBA UMK

Ha HECKOMbKO YCTPOMCTB O4HOBPEMEHHO.

UtoObl 3arpy3nTtb cepTudmKaThbl:

1. B Configuration Manager Bbibep1Te 0O4HO UM HECKOMNBKO YCTPOMCTB.

2. HaxmwuTe npaBoM KHOMKOM U BbibepuTe OTnpaBka thaina, 3atem HaxxmuTe CepTUudukar
SSL....
OTkpoetca okHo WindowsExplorer ans Boibopa ceptudukata ana 3arpysKku.
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X Delete I

| File Upload » Firmware...
File Download r ‘ SSL Certificate...
Settings 4 Decoder Logo

Device Network Settings...

Show Live Video...
Show in Web Browser...

Show Settings in Web Browser...

® @)

Device Info...

Blink LED
Restart

(¢]

Ping

Display Stamping Logo...

3ameuaHuna!

mud 0

CepTuduKaTbl MOXHO 3arpyxatb ¢ nomouibto Configuration Manager, Ho onpegeneHuve
MCNONb30BaHMA HEOOXOAMMO OCYLLECTBNATbL C MOMOL b0 BeD-cTpaHuLbl CepTudukarhbi.

3ameuaHun!

CoBert 0 6e3onacHocTh AaHHbix N219

mud @

CepTVICbMKaTbI crnegyet ucnonb3oBatb AnA aBTOpU3alumMn ogHOro yCTpOﬁCTBa. Pekomenayetca
co3aaTb KOHerTHbIVI CepTI/ICbVIKaT AnAa KaXgoro YCTDOI;ICTBEI Ha OCHOBE€ rmaBHOIo CepTVI(*)VIKaTa.
Ecnun yCTpOf/'ICTBa MCMONb3YyHOTCA B 0o0LecTBEHHbIX CETSAX, peKkomMeHayeTcA NonyynTb
CepTVICbMKaTbI OT 0bLLEecTBEHHOrO ynpaBneHUA no CepTMd)VIKaTaM, N NonyynTb noanucb

TAKOro opraHa Ha CepTMd)VIKaTaX; Takou OpraH TakXXe MOXeT noaTBepanTb MPOUCXOXOEHNUE U

NeACTBUTENBHOCTb — APYrMMU CMOBaMU NOANIMHHOCTb — cepTUMKaTa yCTPOUCTBA.

Bosch Sicherheitssysteme GmbH
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PYHKUUA YCTAaHOBNEHUA NOANUHHOCTH
BUAEOU300paKeHUn

Kak TonbKO yCTPONCTBA B cUcTeME DyayT AOMKHBIM 06pa3oM 3aLUMLLEHbl U MPOMAYT NPOBEPKY
NOANMMHHOCTH, CTOMT TaKXKe CNeauTb 32 BUAEOAAHHBIMU, MONYyYaeMbIMU C HUX. DTOT METOL
HasblBaeTCA NPOBEPKOM NOANMHHOCTU BUAEO.

MpoBepka NOANMHHOCTH BUAEO CBA3AHA TONbKO C METOAAMU NMPOBEPKU MOANMHHOCTU BUAEO.

MpoBepka NOANMHHOCTHU BUAEO HUKAKMM 0Opa3oM He CBA3aHa C nepefavyen BUAEO UMK AaHHbIX.

[o Bbixoda MUKponporpammbl 5.9 BoAAHblE 3HAKW HAHOCHUITMCb Ha BMOEOMNOTOK C MOMOLLbIO

NMPOCTOro anropuTMa KOHTPONbHOM CyMMbl. Mpu paboTe ¢ 6a30BbIM HAHECEHWEM BOAAHbBIX

3HAKOB HET CMbICNa MCNONb30BaTh CEPTUUKATbLI UMK WK poBaHWe. KOHTPONbHaA cyMma — aTo

ba3oBoe M3MepeHUe «MOCTOAHHOCTU AaHHbIX» hakna, KOTopoe NoATBEPXAaeT LLeOCTHOCTb
hanna.

Utobbl HAaCTPOUTb MPOBEPKY NOANMHHOCTH BUAEO, Hanpumep, B Beb-Opay3epe:

1. TMepengute B MeHto O6wmMe v BbiDepuTe Haanucu Ha 3KpaHe.

2. B packpbiBalleecs MmeHto NMpoBepka NOANUHHOCTU BUAEO BbiIDepUTE HY>KHbIM BapHUaHT:
Mwukponporpamma Bepcun 5.9 u bonee nosgHue Bepcum obecneunBaloT TpM NapameTpa
YyCTAHOBNEHUA NOANUHHOCTU BUAEOU30OPaXKEHUN MOMUMO KNaCCUUECKMUX BOAAHbIX 3HAKOB:
—  MDb5: kpaTtkoe coobleHure, npoussogAllee 128-6utoBoe xell-3HaueHue.

—  SHA-1: paspaboTaHHbIl ynpaBneHMeM HaunoHanbHon 6esonacHocTn CLUA
henepanbHbii cTaHgapT 06paboTkmM MHdopmMaunm, onybnMkoBaHHbIM HauMoHanbHbIM
WMHCTUTYTOM cTaHAapToB U TexHonornu CLUA. SHA-1 npousBoaunt 160-6utoBOE XeLu-
3HaueHue.

—  SHA-256: SHA-256 dopMUpyeT NpaKTUUECKU YHUKanbHoe 256-6uToBoe (32-6aiToBOE)
Xel-3HaueH1e PUKCUPOBAHHOIO pasmepa.
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mud o

3ameuaHun!
Xeww ABnaetcA HeobpaTUMoOKM hyHKLMEN, ee HEBO3MOXHO pacluMgppoBaTh.

|_|pVI MCNONb30BaHWN YCTaHOBNEHNA NOONTUHHOCTH aneowso6pa>+<eHM|?| Ka)K,D,bII;I naket
BMUOEOMNOTOKa X3alWKnpyeTcAa. OTH Xawm BCTPOEHbI B MOTOK BUAEO U XILWHNPYKOTCA CaMU BMeECTe C
BMOEOAAHHbIMWU. ITO rapaHTUpyeT LEeENOCTHOCTb CoOAePXaHMNA NMOTOKa.

X3LWun perynAapHO NoanMCbiBaOTCA C onpeaeneHHbIM MHTEPBANOM C MCMONb30BAHMEM UACTHOMO
Kntoua xpaHsauerocsa B mogyne TPM ycTponcTBa cepTudmKarta. 3anmcb no Tpesore u
nMamMeHeHusa 6nokoB B 3anucAx iISCSI 3akpbiBatoTCA NOAMNUCHIO B LienAx obecneueHus
HenpepbIBHOW NOANMHHOCTU BMAOEO.

mud o

3ameuaHusn!

Pacuet uncpoBor nognucu TpedyeT BolUMCIUTENBHOW MOLLHOCTH, KOTOPasA MOXET NOBMUATb Ha
obLLy0 NPOU3BOAMUTENBHOCTb KaMepbl, eCliv ero NPOBOAUTb CMMULLIKOM yacTto. lNoatomy crnegyet
BblIOpaTb NpuemMnembli MHTEPBan.

Tak KaK XalWW U UM poBble NoANUCH BHEAPAOTCA B NOTOK BMAEO, OHU TaK)Ke COXPaHATCA B
3anuncu, No3BOoNAA yCTaHaBNMBaTb NOANMHHOCTb BUAEOU300parkeHU TakxKe Ans
BOCMPOM3BEAEHHWSA U IKCMopTa.
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